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NAME:

Graduate Operating Systems

Prof Douglas Thain 
Final Exam
Short Answer: (2 points each)
Answer ALL of the following questions.
Each answer should only be 1-3 sentences.

1. Explain how exceptions interfere with the semantics of monitors.

2. Describe the semantics of a repetitive alterative command with input guards in CSP.

3. Why does the L4 kernel employ segmentation on the Pentium but paging on the 486?

4. What key property of the Intel x86 architecture makes it difficult to virtualize?

5. State two of Lampson’s hints for computer system design.

Give a brief example of an application of each hint.

Long Answer (10 points each)   Answer ALL of the following questions.
A good answer can fit in the space provided.  But, use the back of the page if needed.

1. Concurrency (10 points)
Sketch and describe the three major ways of implementing threads (user level threads, kernel-level threads, and scheduler activations) that we have discussed in class.  Describe the general operation and the primary strengths and weaknesses to each approach.

2. Virtualization (10 points)
a) Sketch the original architecture of the UMLinux Type II Virtual Machine.

Describe how it implements system calls, context switches, and I/O interrupts.

b) Describe the three major changes made to UMLinux.

How do these changes improve the performance of the system?


3. Security (10 points)
a) A client interacting with a Kerberos system uses (among others) two important kinds of data items: ticket and authenticators.  Describe the contents and purpose of each type of data item.  You may use the Kerberos syntax and abbreviations.

b) Diagram how a Kerberos client authenticates itself to a server.

Assume a fresh client with no starting credentials.

Show all processes involved and the contents of all messages exchanged.

You may use abbreviations like Tx,y and Ax,y to stand for tickets and authenticators.

4. Kernel Structures (10 points)
As we have discussed in class, the virtues and weaknesses of various operating system structures (such as macro-kernels versus micro-kernels) have been a matter of continuing debate.  At HotOS 2005, Stephen Hand proposed the following statement:

Virtual machines are microkernels done right.

Evaluate this statement by comparing the design philosophies, possible applications, and implementation challenges of both microkernels and virtual machines.  Do you agree?






























