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Cyber-Physical Modeling of Implantable Cardiac Medical Devices

Abstract

The design of bug-free and safe medical device software is challenging, especially in complex implantable
devices that control and actuate organs in unanticipated contexts. Safety recalls of pacemakers and
implantable cardioverter defibrillators between 1990 and 2000 aftected over 600,000 devices. Of these,
200,000 or 41%, were due to firmware issues and their effect continues to increase in frequency. There is
currently no formal methodology or open experimental platform to test and verify the correct operation of
medical device software within the closed-loop context of the patient. To this effect, a real-time Virtual Heart
Model (VHM) has been developed to model the electrophysiological operation of the functioning and
malfunctioning (i.e., during arrhythmia) heart. By extracting the timing properties of the heart and pacemaker
device, we present a methodology to construct a timed-automata model for functional and formal testing and
verification of the closed-loop system. The VHM's capability of generating clinically-relevant response has
been validated for a variety of common arrhythmias. Based on a set of requirements, we describe a closed-loop
testing environment that allows for interactive and physiologically relevant model-based test generation for
basic pacemaker device operations such as maintaining the heart rate, atrial-ventricle synchrony and complex
conditions such as pacemaker-mediated tachycardia. This system is a step toward a testing and verification
approach for medical cyber-physical systems with the patient-in-the-loop.
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Cyber-Physical Modeling of Implantable Cardiac
Medical Devices

Zhihao JiangStudent Member, IEEBVliroslav Pajic,Student Member, IEEE,
and Rahul Mangharaniiember, IEEE

Abstract—The design of bug-free and safe medical device for new systematic approaches and tools to evaluate thtysafe
software is challenging, especially in complex implantable devices of software in such devices.

that control and actuate organs in unanticipated contexts. Safty Software embedded in a medical device. unlike electrical
recalls of pacemakers and implantable cardioverter defibrillators '

between 1990 and 2000 affected over 600,000 devices. Of thes n_d mechanical co.m.ponen.ts, does not fail due to corrosion,
200,000 or 41%, were due to firmware issues and their effect fatigue or have statistical failures of subcomponentstvigoe

continues to increase in frequency [1]. There is currently no failures are uniquely sourced in the design and development
formal methodology or open experimental platform to test of the system. Unlike other industries such as consumer
and verify the correct operation of medical device software glectronics where product life cycles are measured in nspnth

within the closed-loop context of the patient. To this effect, a . . . .
real-time Virtual Heart Model (VHM) has been developed to software engineering for medical devices often spans adgeca

model the electrophysiological operation of the functioning and and must prioritize safety and efficacy over time to markee T
malfunctioning (i.e., during arrhythmia) heart. By extracting the  medical device industry is a regulated industry. The ragua
timing properties of the heart and pacemaker device, we presenta oversight reaches much further than a review of test resuéts
methodology to construct a timed-automata model for functiond \anufacturer's premarket submission and into every stdge o

and formal testing and verification of the closed-loop system. The .
VHM'’s capability of generating clinically-relevant response has the development process. Regulatory oversight also gevern

been validated for a variety of common arrhythmias. Based on a how the device was developed, not jughat it turned out to
set of requirements, we describe a closed-loop testing environmen be. The belief is that a well-planned, systematic engingeri
that allows for interactive and physiologically relevant model- process produces more reliable devices, especially ifvaoét
based test generation for basic pacemaker device operations $uc g g component of the device [5].

as maintaining the heart rate, atrial-ventricle synchrony and s : - . .
complex condg}tions such as pacemaker—mediat)éd tach))//cardia. !n §afety-cr|tlcal industries such as automotive eledtsin
This system is a step toward a testing and verification approach avionics and nuclear systems, standards are enforcedftor sa
for medical cyber-physical systems with the patient-in-the-loop ~ Software development, evaluation, manufacturing and-post
Index Terms—Real-time systems, medical devices, validation, market Change.s [61, [7,]' T_his awareness is only begi””ing to
cyber-physical systems enter the medical device industry [8]. However, the medical
domain presents its own unique set of challenges:
1. Closed-loop contextCurrent evaluation of devices is open-

|. INTRODUCTION loop and is unable to ensure the device never drives thenpatie

Over the course of the past four decades, cardiac rhytfifio an unsafe state. Medical device testing and validation
management devices such as pacemakers and implant&hst thus be within the closed-loop context of the patient
cardioverter defibrillators (ICD) have grown in complexityd Physiology. The context of the patient is a function of both
now have more than 80,000 to 100,000 lines of code [jpe environment and the input from the device controller and
In 1996, 10% of all medical device recalls were caused Byust be captured by the device evaluation process.
software-related issues. In June of 2006, software errors- Patient models: There is a scarcity of patient models
medical devices made up 21% of recalls. During the first h&if'd clinically-relevant simulators for device design [B]gh-
of 2010, the US Food and Drug Administration (FDA) issuefidelity models of interaction between thg patient anq devic
23 recalls of defective devices, all of which are categatias 2'€ needed to evaluate the safety and efficacy of device-opera
Class | meaning there is a “reasonable probability that use Bpn- Furthermore, these models must integrate the funatio
these products will cause serious adverse health conseemie@nd formal aspects so that testing and verification are aiedu
or death.” At least six of the recalls were caused by softwaf@' e same patient states.
defects [3], [4]. There is currently no standard for testin .Adaptlve'patlent—spemflc aIgonthms:The therapy offered 3
validating and verifying the software for implantable neadi DY the device must adapt to the environment and specific
devices. Given the alarming rate at which medical devi®@tients condition. There is a need for validation alguns

software has become a safety concern, there is an urgent n@egnsure that device control and optimization can coveelar
classes of patient conditions.

The authors are with the Department of Electrical and CompHtegi- ) )
neering, University of Pennsylvania, Philadelphia, PAQ81USA. E-mail: A. The FDA and Medical Device Software
{zhihaoj, pajic, rahulmh@seas.upenn.edu. . . .

This research has been partially supported by the NatiociahSe Foun- BEfQV? we delve into the current state of_medlcal device soft
dation grants CNS-0834524, CNS-0930647 and CNS-1035715. ware, it is useful to understand the evolution of the reguiat
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environment. The United States Food and Drug Administnatidormal methods of verification are used for medical device
(FDA) is the primary regulatory authority responsible fosoftware [14], [15], [16], testing continues to be required
assuring the safety, efficacy and security of patients usibgcause it can expose different kinds of problems (e.g.; com
medical devices. The history of the FDA is a reactionary onpiler bugs), can examine the program in its system context,
where each stage of evolution was in response to a magrd increases the diversity of evidence available. Tedting
health-care tragedy. medical device software currently is ad hoc, error prone,
Through the course of the 1980s, software began to playand very expensive. Traditional methods of testing do not
increasing role in medical devices. Software, as it turrisisu suffice as the test generation cannot be done independently
one of those technologies not anticipated by prior regufati of the current state of the patient and organ. The primary
and was waiting for its disaster to prompt regulatory actlon approach for system-level testing of medical devices i¢ uni
was not until the 1980s when a number of cancer patiengsting using a playback of pre-recorded electrogram and
received massive X-ray overdoses during radiation theraplectrocardiogram signals [17], [18]. This tests if the unp
with the Therac-25 linear accelerator. This lead to a nurbersignal triggers a particular response by the pacemakerdsit h
investigations, perhaps the most thorough of which was th& means to evaluate if the response was appropriate for the
of Leveson and Turner [10], which was rich with identifie¢hatient condition. Furthermore, this approach of “tap&ngs
ways software could go wrong. Inadequate testing, dangerasi unable to check for safety violations due to inappropriat
code reuse, configuration management issues, inadequate rseimulus by the pacemaker. Pacemaker Mediated Tachycardia
ufacturer response, and failure to get to the root causeeof {PMT), a condition that is described later in this paper, is a
problem were among the leaders of the problems identifiestrong example of why we need a model of the heart such as
The Therac-25 was an eye-opener for the FDA and legislatotise one presented in this paper, which can be used for closed-
and resulted in the Safe Medical Device Act of 1990. Thisop system analysis. PMT is a condition where the pacemaker
finally required closer medical device tracking, post-nearkinappropriately drives the heart-rate toward the uppee rat
surveillance and recommendations on development, testiimgit. With a tape test, PMT would not occur and the response
and validation of medical device software. of the pacemaker could be classified as appropriate therapy.
The FDA currently does not request or review the medi- As the testing environment (i.e., patient condition) is not
cal device software during pre-market submission. While rantirely under the control of the tester, the problem change
specific requirements or software verification standards aignificantly as a degree of nondeterminism is introduced
issued, a set of general guidelines for software evaluatih the process. Implantable medical devices are a primary
are recommended [11], [12], [13]. The responsibility tattesexample of Medical Cyber-Physical Systems where the safety
validate and verify the device software to demonstrate i#md efficacy of the device and device software must be
safety and efficacy is solely on the manufacturer. This évaluated within a closed-loop context of the patient. Teg k
currently satisfied by the documentation of code inspestiorthallenge is in the generation of physiologically releviasts
static analysis, module-level testing and integratiotingsand such that the device does not provide inappropriate therapy
their purpose is to establish “reasonable assurance ofysafend does not adversely affect the safety of the patient. In
and effectiveness”. These tests however fail to check fer thddition, test generation must be interactive and adapticé
correctness of the software and are largely open-loop tiests that the previous test stimulus affects the current statidef
do not consider the context of the patient. Software is veete patient. The test generator must consider the currentwsteta
by the FDA only in the incident of a device recall. Softwaregenerating the next input in a way that advances the purgose o
related recalls are often issued in the formSaffety Alertdy the test. The problem becomes one of the controller syrsthesi
the FDA such as “Safety alert - Pacemaker may revert to Vgroblems and cannot be addressed by an off-the-shelf model
mode at 70 beats/min if programmed to one of several specifigecker [19].
ventricular pulse widths” [3]. Formal methods have traditionally been used for verificatio
of time-critical and safety-critical embedded systems].[20
B. Current Testing, Validation and Verification Approaches ypgj| recently, these methods have not been used for medical
In order to facilitate the early detection and correctiomwy device certification. The authors in [21] presented the use
software defects, the FDA has focused on infusion pumps doleExtended Finite State Machines for model checking of a
to the large number of recalls. In April 2010, the FDA begaresuscitation device. Formal techniques have also bediedpp
the “Infusion Pump Improvement Initiative” which offersto improve medical device protocols [22] and safety [23]; bu
manufacturers the option of submitting the software codhe authors either used a simplified patient model or did not
used in their infusion pumps for analysis by agency expertsodel the patient at all.
prior to premarket review of new or modified devices.” There
is however a broader need for systematic and standardized . .
testing, validation and verification of medical device wafte C. Methodology for Closed-loop Medical Device Safety
both as means to finding defects and for building confidenceThe focus of this effort is three-fold: (a) We developed an
in the device’s safety. integrated functional (i.e., clinically-relevant) andrual (i.e.,
An effective software verification methodology is therefortimed automata based) Virtual Heart Model (VHM) and a
needed for the risk analysis and certification of medical dpacemaker device model for interactive and clinically vaie
vice software during the pre-market submission phase. Whikst generation. (b) We provide a set of general and patient
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User interface
Monitoring
Subsystem
Mode i .
Selection Virtual Heart Model Device
Si | (a) Abstract Device
Normal Sinus Rhythm Model (for verification)
Bradycardia —o0 VHM
y: parameter (b) Software-based
Supraventricular tachycardia—o mapping Device (for validation)
Endless-loop tachycardia—o (c) Physical device
(for unit testing)

Fig. 1. Closed-loop V&V of a pacemaker. For validation, the VHiMo serves as a test-generator for condition-specifimgesh similar approach is used
for device verification, in which case a timed automata modehefdevice should be composed with the VHM in UPPAAL.

condition-specific pacemaker software requirements tarensthat are certifiably safe for large classes of patients amd ca
the safety of the patient is met under all cases, and (c) \&dapt to custom patients and environments [25].
provide a means to test and verify the closed-loop systemThe focus of this work is on the development of a system
over a variety of basic operation tests where the heart rgbmth model-based and physical) and methods for integrated
must be maintained, the atrial-ventricle synchrony must lgstem-level testing and verification for implantable ¢acd
enforced and complex closed-loop tests, where the pacemgkecemakers (see Fig. 1). To address this, we model the heart
must not initiate tachycardia or perform improperly duringnd a pacemaker to expose the correct type and level of
lead displacement. With this approach of model-basedestifunctionality and to be physiologically-relevant. In tisisction
an executable functional model of the pacemaker is created provide an overview of our approach that is used for V&V
at an early stage in the development process. This modef-pacemakers. In this context, we define verification as the
based methodology is an early step in addressing the urgprdcess of evaluating a system or component to determine
need for pre-market evaluation of medical device design amdhether the products of a given development phase satisfy
certification. the conditions imposed at the start of that phase (i.e.eByst
The rest of the paper is organized thus: We begin with &pecifications). Validation is the process of evaluatingsiesm
overview of model-based design for medical devices in Sactior component during or at the end of the development process
Il. This is followed by background knowledge of the humaro determine whether it satisfies specified system requineme
cardiac system in Section Ill, our integrated heart model ane way to keep the distinction clear is to think of it this way
its validation in Sections IV and V. We then present our mod®fkrification is showing that you did what you intended to do.
for the pacemaker followed by a case study of the closed-lowalidation is showing that what you intended to do was the
system in Sections VI and VII. We conclude with a descriptioright thing to do.
of the physical implementation and a discussion.

Il. M ODEL-BASED DESIGN FORMEDICAL DEVICES A. Previous Heart Modeling Efforts

Model-based design is a widely used and accepted approachhe biggest challenge for modeling physiological systems
in the development of complex and distributed embeddégithat the model can be built at different scales. A good rhode
systems. With this approach, a model of the system plaigsbuilt at the right level of abstraction for its applicatioTo
an essential role throughout the development process.nlt dateract with implantable cardiac devices, the model of the
be used as an executable specification and virtual prototyueart should capture the electro-physiological (EP) priogse
for system development. It enables continuous validation & the heart (i.e., conduction and timing signals) and getieer
verification (V&V) from the early stage of development andunctional signals which are used as inputs to the device.
thus reduces cost by error detection and prevention. Autana Computational and geometric heart models have been de-
code generation can ensure faithful transformation from theloped to study the heart functions from the electricay.(e.
model. For example, in the automotive electronics indystrgignal propagation, distortion and attenuation) and mmcha
AUTOSAR, the Automotive Open System Architecture [6]ical (e.g., cardiac output and valve mechanisms) aspects. A
has united more than 100 automobile manufacturers, suppligh-order geometric model of human ventricles has been
ers and tool vendors to develop a standard architecture émveloped from ultrasound imagery using the Finite Element
electronic control units (ECU). The aviation industry has Blethod [26]. At the cellular level, models simulating or
similar program called System Architecture Virtual In@gon mimicking the ion channels activities of heart cells haverbe
(SAVI). Developers benefit from the “Virtual Integrationt a developed (e.g., [27]). These models can be used to study
the model level to reduce cost in “Physical Integration”. [7] the pharmacological effect on heart when composed into a

For medical devices, because of the strong coupling betweaghole heart model. At the tissue level, the micro-struciofre
a patient and the device, model-based frameworks thateexpheart tissue has been studied in [28]. For example, theazardi
itly model a device's interaction with the environment anithw fiber direction from a canine heart has been researched in
the patient would lead to safer, higher-confidence devizék [ [29]. As the electrical activities of the heart influence las
Such frameworks will facilitate algorithms for medical ées contraction, and thus control the flow dynamics of the blood,
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several studies have focused on the electrical-biomechlniufactured device might differ from the model used during
function of the whole heart ([30], [31]). its development. Thus, it is necessary to provide a closed-

While these high-fidelity functional models capture th&op test-bed that can be used for testing of the physical
heart functions in great detail, the full electro-phys@t@al devices. In this case, the model of the organ of concern that
model of the heart derived from them is computationally towas used for model-based simulation and verification has to
expensive for implantable device V&V. Furthermore, durinpe compatible with the device that mimics the organ during
test case generation, fitting patient data with the largeb®rm physical testing. The VHM is implemented in Mathwork’s
of parameters (in the 100,000s) is nearly impossible a®fateflow/Simulink models which allows extraction of VHDL
unnecessary as the pacemaker has only two or three elestratkescription of the heart. This enabled us to operate the hear
to interface with the heart. Thus these models are therefore on VHDL-based FPGA platform for black-box closed-loop
at the right level of abstraction for V&V and do not interfaceesting, which complements the model-based V&V.
with implantable cardiac devices.

Medtronic’s Virtual Interactive Patient simulator can ed  ~  oyerview of the VHM Approach

in closed-loop operation with real medical devices, butitio& We develoned Virtual H Model (VHM , q
of clinical relevance of this signal generator allows it todnly € develope Irtua eart. 0 e.( . ), an mtggratg
rézlmework for implantable device validation and verifioati

used as a training tool and not during the testing of devif% Fig. 2). A : del which he timi
software itself [18]. In 1989, Malik et. al. [32] extractedet see Fg. )- ormal model whic captures the t|_m|ng
operties of the electrical conduction system of the hisart

timing properties of the cardiac conduction system to modﬁf‘? loned K | With a f | del of the devi
the heart. Their model was able to do close-loop simulati veloped as a Kernel. Ith a formal model of t € device,
closed-loop verification can be done to evaluate device soft

with pacemaker software for several clinically-relevaates ‘ . ¢ . Th hoaf .
and produce template-based ECG signals. The VHM platforff"® Safety against safety requirements. Through a fumaitio

builds upon this modeling technique and allows for cardid(?te_rface’ _the_ heart model S able to_ perform closed_-loop
device testing and interaction with real devices. evice validation by generating synthetic electrogranmailig
(detailed in the next section) to the devices and respond to a
B. Requirements for Model-Based Closed-loop V&V functional pacing signal from the device. This combinatidn
o ghysiological model and environmental model within a forma
For model-based V&YV it is necessary to develop a frame- . . . . e .
Mmodel framework will assist with device certification, whic

work wherein the device itself, or a model of the device, ||sé based on a validated and verified device model.

verified or tested in closed-loop with a model of the patiant 0 Fig. 3 presents a high-level description of the approach we

the organ of concern. Thus, the main part of the frameworkd%ed to V&V a pacemaker design. We started by formally

the model of the patient or the organ of concern (i.e., in this _ .. ; :
o . : h h f the h k of ex-
case the heart) that satisfies the following requirements: specifying the behavior of the heart, using a network of ex

A. Model Fidelity: The design of the heart model mus{end?q tlmed automata (see Sect|on_ V). Afterward,ths_nmr_
o : ; specification was manually mapped into two types of Simulink
cover the functioning heart (i.e., normal sinus rhythm) and" _. : o .
esigns, a counter-based design and a Simulink design that

improper heart function including the most common ANses Stateflow temporal logic operators. Both models atiliz
potent arrhythmias. Our Virtual Heart Model (VHM) covers,. . P gic op ) -
. o L discrete-time Stateflow charts and can be used for Simulink
the following conditions that capture a majority of clodedp . ; . )
. . . . imulation of the closed-loop scenarios, where the VHM is
test cases: normal sinus rhythm, sinus bradycardia, Wencke

bach type heat block, AV nodal reentry tachycardia (AVNR ompo_sed with a Simulink model of the device. However, the
. ! . ain difference between the models is the approach that was
for supraventricular tachycardia, pacemaker mode-swifzh

. . . " sed to control execution of a Stateflow chart in terms of time
eration and pacemaker mediated tachycardia condition.

addition, pacemaker lead related issues such as crodstdk, e former model Ut.'hz.es a set of counters that count the
umber of global, periodically generated clock events. ian t

dislodgement and lead displacement can be modeled in . )
spatial-temporal VHM model (for details see [33], [34], [35 [(hﬁer hand, the latter model utilizes absolute-time temlpor

[36], [37]. These conditions, while not exhaustive, suffioe

demonstrate the closed-loop methodology for V&V. VHM
B. Simplicity: A majority of the heart models currently Interface e
. . : nthetic . .
used are extremely high order with hundreds of thousands of Patient Model . o *_ Medical Device
ordinary differential equations or millions of finite elents. Heart Model 80000, | 2 2 58 Pacemaler
. . . = 3] Impl;
While these models are several orders of magnitude richar tha | cieqopnysioioy. 2™ g 83 H, S2| Coorletor
the one presented here, they are primarily concerned with th _model 3 Functional Virwal Devices
H . . Patient specific 8 Pacing
mechanics of fluid flow and muscle contraction. Furthermore, model =
the simulation of the models are time-consuming and the g ]

. ; . i Timed automat 215 m| Formal |5 8| Timed automata
models do not interact with medical dewces_ [38], [39],_L4_0] odelof |, Acivate | 8¢ Sensing gg S odel of
[41] and [42]. The VHM presents an abstraction of the timing | reattime system | Soesaran’ | 1§ & M, | E| reakimesystem
and electrical conduction only as these are the primarytipu . _Formal

Pacing

to the pacemaker.
C. Physical Test-bed:One of the potential problems with
medical device development is that the behavior of a malfig. 2. Functional and Formal interfaces of the Virtual Hedddel [33].
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( Formal Specification Heart tissue
of the VHM v
Node and Path Activation out
Automata @ _—)O_—> ERP
1

(c1)

Refractory 0 t1

Model-Based
Closed-Loop

Counter-Based

Temporal-Logic
Basebdegilmulmk Simulation/Testing Simulink Design
ign e
- in Simulink RRP
: Activated
) § during (02)
___________ oo, Simulink 3| ‘E :D :-P]:I
/ Uppaal Model Moggl/iocfethe VHDL Description > E t0 2
of the Heart ‘E of the Heart S
’ V] | 8 Rest
: ppaal . es
H Model of the Pé‘gvsif:'
Y Device
Closed-Loop Closed-Loop -
Verification in Testing of Physical Time e 1T
Uppaal Devices [ Rest | [ RRP_ [Rest| 1 [ .
[ t2 t3 3
. . . o (b) (c3)
Fig. 3. High-level overview of the VHM application in closéabp
verification and validation of Implantable Cardiac Devicéke focus of our ) ) ) ) )
current research is denoted with dotted lines. Fig. 4. (a) The generation of Action potential; (b) Actiont@atial; (c1) The

second activation arrived during ERP; (c2) Arrived duringMR (c3) Arrived
after refractory.

logic that defines time periods based on the chart simulation
time [43]. Thus, this model can be translated into timegy. Cellular-level Action Potential

automata description compatible with UPPAAL verification The heart tissue can be activated by an external voltage ap-

tool [44], [45]' ) ) plied to the cell. After the activation, a transmembrandags
_ For a particular VHM design, the behavior of the mw%%ange over time can be sensed due to ion channel activities,
IS determmegi by a set Of, model para_meters. For exampighich is referred to as an Action Potential (Fig. 4(a)). The
d|fferen't c!|n|cal case-studles are obtained from the rhodg stroke of the action potential is called depolarizatishich
by assigning approprla_te vaIu«_as to these paramete_rs (Egﬁesponds primarily to the inward flow 8fa™ ions into the
Sections V and VII). Finally, given a VHM, we specify a.q) pyring depolarization, the muscle will contract ae t
set of general and cond|t|on-spe0|f|c requirements for t%ltage change caused by the depolarization will activage t
closed-loop system [36]. These requirements are evaliBted, o5 nearhy, which causes an activation wave across the hea
constructing a set of monitors to check for violations ofitig After the depolarization there is a refractory period whemsi
and safety cond?t_ions_ for each case [36]. The aforememlionﬁows out of the cell. The voltage is then dropped down to
setup allows utilization of the developed heart model fQfg4ing potential. The refractory period can be divided int
both verification of the closed-loop system, and simulati ective Refractory Period (ERPAnd Relative Refractory
and Festing (_)f the system using a device model or an aCtO%riod (RRP)(Fig. 4(b)). During ERP, the cell cannot be
physical device. activated due to the recovery process of the ion channels.
So the activation wave will get blocked at the tissue during
ERP (Fig. 4(c1)). During RRP, the ion channels are partially
IIl. UNDERSTANDING THEHEART FUNCTION recovered and the cell can be activated. However, the new
action potential generated by the depolarization will have
The human heart is perhaps the most important natuggfferent shape, thus affecting the refractory periods af t
real-time system. The heart spontaneously generatesiedecCt tissue and conduction delay of the activation wave (Fig2)j(c
impulses which organize the sequence of muscle contractiqryg. 4(c1)-(c3) show the action potential shape change and
during each heart beat. The underlying pattern and timing @rresponding timing change in refractory periods when the
these impulses determine the heart's rhythm and are the k@ is activated at time stampl, ¢2, t3 after the initial
to proper heart function. Derangements in this rhythm impaictivation t0. The slope change of the action potential will
the heart's ability to pump blood. Thus, the heart's eleefri affect the time for the voltage to reach activation threghafl
timing, also known as its electrophysiological operati@, nearby cells, thus increases conduction delay.
fundamental to proper cardiac function. Irregularitiess th
timing result in inefficient and unsafe function of the bleod
oxygen system and hence the heart rate must be maintaife
by artificial means. The implantable cardiac pacemaker isThe electrical conduction system of the heart (Fig. 5(a))
a rhythm management device that prevents the heart framontrols the coordinated contraction of the heart. Filsg t
operating below a minimum rate and maintains synchrompecialized tissue at the Sinoatrial (SA) node periodjcall
between the upper and lower chambers. Such devices hawed spontaneously self-depolarizes. This is controlledhiey
significantly improved the condition of patients with cacli nervous system and the SA node is the primary and natural
arrhythmias and in a majority of cases slowed down thEacemaker of the heart. The activation signal then travels
degradation of the heart function. through both atria, causing contraction and pushes blomd in

Flectrical conduction system of the heart
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the ventricles. Then the activation is delayed at the A@ioy information inferred from the timing difference betweere th
tricular (AV) node which allows the ventricles to fill fully. pulses within one channel or among channels, the physician
The fast-conducting His-Purkinje system then spreads tban locate timing anomalies within the heart. Ablation suyg
activation signal within both the ventricles. The simutans can be performed to treat tachycardia if the tachycardia is
contraction of the ventricle muscles will push the blood owtaused by reentry circuit. After the additional pathway ha# t
of the heart. reentry circuit is located during EP testing, the physiacan
deliver RF signal from the tip of the catheter. The tissud wil
be killed and the pathway will be disabled.
o ) . The electrical activities of the heart can also be sensed
The coordination of the heart's electrical activity can bSn body surface as ECG. The ECG signals provide a global
impaired by the anomalies of the conduction and refractofye,; of the electrical activities of the heart. Since it isnRo
propert_les in heart tissue. The Q|sease is referred taras invasive and easy to operate, it is the most commonly used
rhythmig V‘_’h'Ch_ means rhythm disorder of .the heart. It, Caﬂachnique for initial arrhythmia diagnosis. The contractof
be categorized intBradycardiaand TachycardiaBradycardia o atria will generate the P wave. The depolarization of the
features slow heart rate which will result in insufficienodd two ventricles will generate high voltage QRS wave. The

supply. Bradycardia maybe due to failure of impulse gen€is actory of the ventricles will generate the T wave. (Figh))
ation with anomalies in the SA node, or failure of impulse

propagation where the conduction from atria to the versicl

is delayed or even blocked. Tachycardia features fast heart Rhythm management devices

rate which would impair hemodynamics. It can be caused bySince the heart tissue can be activated by an external
anomalies in SA node oReentry circuit Reentry circuit is voltage, devices like implantable pacemakers have been de-
the most common cause for Tachycardia and is responsible Jetoped to deliver timely electrical pulses to the heartréat

the majority of arrhythmia-related fatalities. The baslea of Bradycardia. The pacemaker has two leads inserted into the
reentry circuit is that additional conduction pathwaystioa heart, one in the right atrium and one in the right ventricle.
conduction loop with the primary conduction pathways. 8in@y doing timing analysis of the EGM signals sensed from the
the frequency for the activation signal going around theliso two leads, the artificial pacemaker generates electricksepu
higher than the heart rate generated by the SA node, thétcirauhen necessary that can maintain ventricular rate and @nfor
will override the natural pacemaker function and resultsi in atrial-ventricular synchronization.

fast and irregular heart rate.

C. Cardiac Arrhythmias

IV. HEART MODEL

D. Arrhythmia Diagnosis & Treatment In this section, the formal specification of the VHM is
Arrhythmia can be diagnosed either invasively using Elepresented. The model has been manually translated into two
trophysiology (EP) testing or non-invasively using Elecar- Simulink designs: a counter-based model (more detailgdega
diography (ECG). The EP study is used to precisely locaitgg the model can be found in [33]), and a temporal logic based
timing anomalies within the heart. Catheters with multiplenodel [46].
electrodes on the tip are inserted from the groin into the The electrical conduction system of the heart consists of
heart via the blood vessels. The local potential change cemnduction pathways with different conduction delays and
be sensed by the electrodes, which generate Electrogreefractory periods. Since refractory properties of a catidn
signals (EGMs). The common catheter placement and exampégh are determined by the refractory properties of thedisd
EGMs are shown in Fig. 5(a) and Fig. 5(b). Using the spatiab two terminals [47], a conduction path can be modeled with
information from catheter placement, as well as the tenipotao “node” components that model refractory properties and
a “path” component modeling conduction properties between
the two nodes. Since the refractory and conduction pragserti
are all timing based, it is natural to model the electrical
conduction system as a network of timed-automata [48], whic

fél‘;an'ﬂi'e S oo P : are widely used for model verification. Several verification
e a tools based on timed automata have been developed, ingludin
His Bundle A UPPAAL [44] and Kronos [49].
) (HBE) HRA—W—/\/‘———
LN Ao A. A Brief Overview of Extended Timed Automata
. . A % N HBE
Ao Wl s I Timed automaton [48] is an extension of a finite automaton
Aoventioua (A ode Right Ventricle - W" with a finite set of real-valued clocks. The formal descdpti
Apex (RVA) of the VHM uses an extended version of timed automata
(a) (b) semantics, which is similar to the semantic extension used

in UPPAAL [44], [45]. The value of all clocks increases
Fig. 5. (a) The electrical conduction system of the heart and bagiwer time at the same rate. Each location (i.e., state) can be
catheter placement for EP study; (b) Example ECG and EGM signaigsigned with a set aflock invariantswhich are conditions
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Act_path(a)?
- Tante:=h(C(a))
N t1:=0

N\ t>=Trest
\\t:=0

\ Act_path(i)!

\ C(i):=1

\

\
Act_node(i)?

, C(i):=f(t) ERP
Act_path(i)! po
t=0

t>=Terp
t:=0

Act_path(b)?
Tretro:=h(C(b))

Rest

t<=Trest,

Act_node(i)?

t:=0
Act_path(i)!
C(i):=1

Ante \ t1>=Tante Qﬁilict t2>=Tretro

t1<=Tante/ Act_node(b)! k

Act_path(b)? Act_path(a)?
Jretro:=h(C(b)) Tante:=h(C(a)
t1:=0

t<=Trrp

M High Right Atrium (HRA)

X Right Ventricular Apex {RVA)
A His Bundle {His)

3 Coronary Sinus {CS)

(@) (b) ©

Fig. 6. (a) Node automaton. Dotted transition is only valid for pacemaker tissue AkeoBe; (b) Path automaton; (c) Model of the electrical
conduction system of the heart using a network of node & path automa}a [3

expressing constraints on the clock values for the location an Act node! event after the conduction is completed. The
most models, a state invariant defines an upper bound on éwent will activate the node automaton at the other end of the
values that a clock can have while the state is active. conduction path. The activation signal will keep propaugti

A transition guard is a condition on the values of clocks.if the node automaton is connected to other path automata.
A typical guard is of the formt > T, which provides a lower In this manner, the electrical conduction system of the thear
bound for the clock value. A transition between locations san be modeled as a network of node and path automata (see
enabled when the guard of the transition is true. However,Fé&g. 6(c)).
transition between locations can occur at each moment wherl) Node automaton:The node automaton with index
it is enabled. Thus, to model deterministic transitions at (@aresented in Fig. 6(a)) is used to mimic the timing behavior
particular time, state invariants are usually defined as thé cellular action potential from Fig. 4(a). The refractory
closure of the complement of the guard (e.g., if the guaperiods are modeled as three states. The automaton starts fr
is defined ag > 1, then an invariant <= 1 is added to the Reststate, which corresponds to the resting potential of the
state). Finally, when a transition occurs, associaigtibnsare action potential. For the specialized tissue like SA node, t
taken, which involve updating local variables and/or rieget corresponding node automaton will be self-activated ERP
clocks. state afterTrest A broadcast evenfct path(i)! is sent out

The VHM is modeled as a network of extended timedo all path automata that are connected to node automaton
automata that includes synchronization primitives andeshai. In this case the shared variabfe(i) € (0,1], which is
variables. In addition, in the VHM each automaton has its owshared among all paths connecting to nodis updated to 1,
clocks and all clocks progress synchronously. Automata syindicating a normal conduction delay. All node automata can
chronize with each other using broadcast channels. A cthanhe activated by receiving eveAct node(i)? after some path
c synchronizes between a senda¢rand an arbitrary number connecting to it finishes conduction.
of receiversc?. A transition with receivec? is taken ifc! is ERP state serves as a blocking period since the node does
available. Since shared variables are used, as with UPPAAIOt react to activation signals while the state is activeeAf
linear operations and conditions that include variableslwa Terptime in ERPstate, the transition tBRPstate occurs. If no
used as a part of guards and reset actions. However, unkkéernal stimuli occurs, the node will return Reststate after
timed-automata semantics in UPPAAL, in our framework &rrp time. If a node is activated durirfgRPstate, the transition
variable can be assigned with a value that is obtained usittqgERP state will occur, activating all paths connected to the
a non-linear function of variables and clocks. This is dame node. Before entering thERP state, the variable used for
be able to model the refractory period and conduction delélye the clock invariant of the state is modified. This behavio
change. However, this aspect complicates the use of sthnde@rresponds to the ERP change due to early activation. The

verification tools based on the timed-automata framework. conduction delay of the paths connecting to the node will
also be updated by the value of shared variabl@. The

] ) ) physiological basis and clinical data of this behavior hesrb

B. Modeling the Electrical Conduction System of the Heartg; qied in [50] and [51] and an exponential approximation

Using the aforementioned semantics, we defimgle au- of the changing trend has been made to approximate similar
tomatonthat models the refractory properties of heart tissubghavior.
andpath automatorthat models the propagation properties of The functionsf and g that are used to mimic the change
heart tissue. Heart tissue along a conduction path can therTerp are defined as:
be modeled using two node automata and one path automaton
connecting them. When one of the node automata is activated, J(t) =1—t/Trrp (1)
it will send an Act path! event to the path automaton. The The AV node has a different profile than the other tissue.
path automaton, which models a conduction delay, generalds ERP period increases rather than decreases when edtivat
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during its RRP [47]. inputs to the devices. According to [52], during EP study,
Tovim + (1 — (1= 2)%) - (Tonas — Tonin),i = AV a potential difference can be sensed when the activation
(x) —{ Tmf” +(1—a?) (T, _mj‘iw. ) ;‘;‘AV wavefront passes by the electrode on catheters. The same
memn maw ( mechanism applies to the pacemaker leads. Thus, a funktiona
whereT,,;, andT,,,, are the minimum and maximum Valueinterface has been developed and we pEbesto represent
for Terp of the tissue. eIectrers on the_ a cathet.er. The probe. is able_ to generate
2) Path automatonThe path automaton models the electri§ymheuc EGM S|gnaI§ using temporal information of th.e
cal conduction between two nodes. Path automaton congect](i?lrmal kemnel and spatial information from the 2D geometric

nodesa andb is designed as in Fig. 6(b). Its initial state ignodel. The same idea can also be extended to the 3D model.

Idle state, which corresponds to no conduction. It is worlﬁig' 7 shows the morphology of EGM signal changes with

noting that the path automaton is able to conduct both wa fferent 09”9'“0_“0“ velqcity and prqbe configurations.eDu
0 space limitation, detailed description of the probe nhode

The states corresponding to the two conduction directioas ;
named after the physiological terms: Antegrade (Ante) arfg" be found in [35].
Retrograde (Retro). These states can be intuitively dsestri
as forward and backward conductions.Att path event is
received from one of the nodes connected to it, the a transiti In order to model the heart in clinical cases, parameter esti
to Ante or Retro state correspondingly will occur in the pathmation from patient data is an essential step after the ¢gyyol
automaton. At the same time the clock invariant of the sta@ the model is defined. During EP study, refractory periods
is modified according to the shared variatffa/b) This and conduction delays of the heart tissue are estimated from
corresponds to the change of the conduction delay thatB&M signals by the physicians to identify potential anowsli
caused by the early activation. Similar to node automatue, tThese two features are similar to the model parameters of
changing trend is extracted from clinical data and the fionct interest. Ideally all model parameters can be extractemh fro
L is defined as: EGM data from EP studies. However, EGM signals contain
; only partial information and some of the parameters cannot
h(c) = { path_len/v- (1 + 362’2 - AV (3) be exactly extracted. The techniques used to extract timing
path_len/v- (1 +3c%),1 # AV parameters in EP studies are introduced in the following
where path_len denotes the length of the path ands the section.
conduction velocity.
After Tanteor Tretro time expires, the path automaton sends V. HEART MODEL VALIDATION
out Act_node(b) or Act node(a) repectively. A transition to By modeling actual clinical cases, the functional outputs o
Conflict state occurs followed by the transition kdle state. the VHM were validated by the director of cardiac electro-
The intermediate stat€onflict is designed to prevent back-physiology in the Philadelphia VA Hospital and electrophys
flow, where the path is activated by the nodét has just ologists in the Hospital of the University of Pennsylvargg]
activated. If duringAnteor Retrostate anotheAct pathevent In this section, we first explain how parameter estimation is
is received from the other node connected to the path autordane during electrophysiological (EP) study. Then a VHM
ton, a transition tdDouble state will occur, corresponding tomodel, using the parameters extracted from the clinicad,dat
the two-way conduction. In this case, the activation signals constructed and is able to generate similar data (i.glasim
eventually cancel each other and the transitiofdte state is to an actual patient condition).
taken.
3) Geometric model of the heartThe node and path A. Electrophysiology Study

automata are overlaid onto a 2D heart anatomy to provide1) Catheter placementDuring EP study, catheters, with

rough information about the model topology and relativehpatnultiple electrodes on their tip, are inserted into the hear
length. A more detailed 3D anatomical model of the heart

is currently being developed. The new model will have more

D. Parameter estimation

10 10
geometric and anatomical details to allow simulation of enor I /\ sas & /\
complex clinical cases with high fidelity. It is also essahtbr ' D )
developing a patient-specific heart model. The 2D geometric o e gy ™ o sz
model also limits the flexibility to measure electrical sities . ; 5 /\
at precise locations of the heart and the morphology of EGM T AL ) I Y IRIEARTT R A
signals have low fidelity. However, since the morphology of
EGM signals have little influence on pacemaker function and w L i
the pacemaker leads are fixed, the interface is good enoug | **' ) .
for our current application. Conduction ~ swwean " swEen T bl ular SR

Delay 120ms 50ms configuration

C. Functional interface

. . . . Fig. 7. The influence of conduction velocity and probe comfigon on the
To test implantable cardiac devices like a pacemaker, th&m morphology. The left columns show the placement of probeslation

VHM has to be able to generate EGM signals which are tiethe path; the right columns show the functional EGM.
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(a) Testing result for a real patient [47] (b) Testing result for VHM simulation

Fig. 8. Key interval values when the coupling interval shortens for (a) a ratépt and (b) in VHM simulation [33].

and placed against the inner heart wall. The typical cathetbe left side theH; — H, interval and thel; — V% interval
positions used arklight Right Atrium (HRA)which is placed remain equal during the test, indicating that the conductio
near the SA node and monitors its activitis Bundle Electro- delay between the His bundle and the ventricle is not aftecte
gram (HBE) which is placed across the valve between atriutwy shortening the coupling interval. This can be confirmed by
and ventricle and is able to sense local electrical actimatithe unchangedi, — V5 interval on the right side of the figure.
from atrium, His bundle and ventricl®ight Ventricle Apex When the coupling interval is larger than 350ms, the intarval
which is placed at the right ventricle apex to monitor elealr A, — A5, H, — H, andV; — V5 remain equal. As the coupling
activity of the ventricle. The catheter placement is shown interval decreases, thé, — H, interval start increasing after
Fig. 5(a) and the corresponding probe placement is shownAn — A, interval reduced to 350ms, indicating the RRP of AV
Fig. 6(c). Since HBE catheter monitors the electrical di#¥ node reached. The conduction delay is also revealed by the
from atrium (A), His bundle (H) and ventricle (V) (Fig. 5(b)) H; — H, andV; — V5 intervals on the left side.
it is often used to evaluate the conduction properties atbeg The result of this test indicates that for this particular
conduction path from atrium to the ventricle. patient, AV node has the longest refractory period on the con
2) Extrastimuli Technique:The nervous system and theduction path from atrium to the ventricle. The total refoagt
heart form a closed-loop system to maintain the approprigseriod (ERP+RRP) of AV node is around 350ms and the RRP
intrinsic heart rate. In order to evaluate heart functionnged is as long as 70ms. Since no conduction block happened during
to “open the loop” and isolate the heart. During EP study,the test, the ERP period of AV node cannot be determined.
sequence of external pacing signals is delivered from th& HR'he conduction delays of heart tissue can be determined by
catheter at a rate slightly faster than the intrinsic hesig.fThe the interval between pulses in EGMs. Extrastimuli techaiqu
interval between two consecutive pacing signals is refietoe will not provide us with all the parameters of VHM since it
as Basic Cycle Length (BCL). This sequence of pacing wiill only be performed at select locations of the heart t&ssu
override the SA node function, thus, functionally isolgtihe during EP study.
heart from the nervous system. The pacing sequence can also
drive the heart into a known state since the time of the I1ast \;ynm simulation

pacing signal will be the start of the ERP of the SA node. After ) )
By setting the total refractory period of the AV node au-

the initial pacing sequence, another pacing signal is ey he | h . h
which is referred agxtrastimulus The interval between the .tomaton,t e longest among other automata (Fig. 9), the VHM

extrastimulus and the last pacing signal of the pacing Semie is _able to generate similar result with extrastimuli tecjuei
is referred to a€ouping interval By decreasing the coupling (Fig. 8(b)).

interval gradually, the extrastimulus will reach the RRRIcef

tissue, causing changes in conduction delays. The ERP of theOther Validation Case Studies

tissue is eventually reached and no conduction can happenother case studies have been introduced in detail in our

The extrastimuli technique is a common clinical practice tgrevious work. Wenckebach type AV nodal response has
estimate the refractory periods for heart tissue.

B. Clinical case study

Node ERP Range (ms) RRP (ms)
Fig. 8(a) shows the testing result of a real patient using SA 150-200 100
the extrastimuli technique. The mterval_s are measurenh fro AV 230-300 200
the HBE catheter4,, Hy, V; are the atrial, His bundle and -
ventricular pulses on the HBE electrogram respectivelyctvh His 300-350 30
are caused by the last pulse of the pacing sequetgeH,, Ventricle 200-2%0 100

V, are the pulses caused by the extrastimulus. The interval

A; — A, on the x-axis is equal to the coupling interval. Orfrig. 9. Node automata parameters for the case study.
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been modeled in [33]. Tachycardia due to reentry circudtfter the ventricular event and deliver Atrial Pacing (AP) i
like Atrioventricular Nodal Reentry Tachycardia (AVNRTM& no atrial sense (AS) happened within TAEI, which equals

Atrial Flutter has been modeled in [33] and [34]. to TLRI-TAVI. (Marker 1 in Fig. 10) An atrial event (AS,
AP) initializes the Atrio-Ventricular Interval (AVI) comgnent.
VI. PACEMAKER MODEL It counts the time elapsed after the atrial event and deliver

As part of the model-based design, it is very important yentricular pacing (VP) if no ventricular sense (VS) happen
have a formal model of the device software. In our study waithin TAVI time. This will maintain synchronization betwee
focus on the implantable pacemaker since it is relativehpte  2tria and the ventricles. If after TAVI the time between enfr
among implantable cardiac devices as its functionalityaisenl ime and the last ventricular event is less than TURI, the
only on timing and does not consider signal morpholog entricular pacing is suspended until the end of TURI (Marke

This serves as a good base case to demonstrate the propdsednis will prevent the pacemaker from pacing the vergricl
methodology. at interval shorter than the Upper Rate Interval (URI). Afte

The artificial pacemaker is designed for patients with Brad§f@ch ventricular event, a Post Ventricular Atrial Refragto
cardia. Two leads, one in the right atrium and one in t 2eriod (PVARP) is initialized. Atrial signals will be igned

right ventricle, are inserted into the heart and fixed onf#ring this period (Marker 2). A Ventricular Refractory foef
the inner wall of the heart. These two leads monitors tH¥RP) is also initialized to filter ventricular signals.

local activation of the atria and the ventricles, and getieera

corresponding sensed events (AS, VS) to its software. TBe Pacemaker model

software determines the heart condition by measuring timery o formal temporal logic based pacemaker model has been

difference between events and delivers pacing events (RP, \ﬁeveloped in both Simulink and UPPAAL [46]. A timer-based
to the analog circuit when necessary. The analog circuit thg; . \iink model was developed in [33]

delivers pacing signals to the heart to maintain heart rate a
A-V synchrony. In order to deal with different heart conalitj
pacemakers are able to operate in different modes. The modes
are labeled using a three character system (e;g). The first The function of the SA and AV nodes is controlled by
position describes the pacing locations, the second mtatithe nervous system, which controls the heart rate and A-
describes the sensing locations, and the third positiooritbes V conduction. A DDD pacemaker which is also able to
how the pacemaker software responds to sensing. Here ange heart rate and A-V conduction may cause a “controller
introduce the widely used DDD mode pacemaker which issynthesis problem” where the pacemaker’s pacing incdyrect
dual chamber mode with sensing and pacing in both atriutinives the heart rate faster. In this section, we introduce a

VIl. CLOSED-LOOP CASE STUDY

and ventricle. clinical case where a pacemaker drives the heart into a iarmf
condition. This behavior cannot be detected with open-loop
A. DDD Pacemaker timing diagram testing of the device as the state of the heart changes in

. . . .response to the pacemaker’s premature stimulus.
The timing diagram of a DDD pacemaker is shown in P P P

Fig. 10. There are 5 basic timing cycles which diagnoses _
heart condition from sensed events (AS, VS) and delivé: Endless Loop Tachycardia (ELT)

appropriate pacing events (AP, VP). Five correspondingim  |n a healthy heart there is only one intrinsic conductiornpat
constants are programed by the physicians according terpatifrom atria to the ventricles, which is from the SA node to the
condition. They are denoted as TLRI, TAVI, TURI, TPVARPAV node and to the ventricles through the His bundle. The AVI
and TVRP in our description. The basic functions of thesfmer of a DDD pacemaker introduces another virtual pathway
timing cycles are: maintaining heart rate, maintaining Apetween the atrial lead and the ventricular lead Fig. 11ag.
V synchrony, preventing inappropriate fast pacing andrfiltgwo pathways have the potential to form a conduction loop.
noises. Fig. 11(b) is a closed-loop simulation of the VHM and our
The Lowest Rate Interval (LRI) component is initializechacemaker model which shows a clinical case where the heart
by ventricular events (VS, VP). It counts the time elapsegte is abnormally increased due to the conduction loops Thi
case is referred to as Endless Loop Tachycardia (ELT), which
is one case in Pacemaker Mediated Tachycardia (PMT).

AS TAR]  AS As Atrium

ap | The ELT is induced by Premature Ventricular Contraction
| r NW'— (PVC), which is due to abnormal self-depolarization of ven-
W i uP . tricular tissue. The PVC is sensed by the pacemaker, and

AV O[an]  fersea [avr] A e triggers V-A conduction along the intrinsic pathway. Sirttlice
%‘ Pt Lt P conduction pattern is different than intrinsic heart caation,

AE"L;" W = Il the PVC will initialize an abnormal QRS wave in the ECG

W] W] channel (Marker 1). The V-A conduction will then trigger

o et = Atrial Sense (AS). The pacemaker will then pace the vemtricl

(VP) after TAVI according to its A-V synchrony function. The
Fig. 10. Timing cycles of a dual-chamber DDD mode pacemaker [33]. conduction loop is then formed and the VP-AS pattern will
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(a) Virtual circuit formed by the pacemaker and the heart (b) EGM for ELT initialized by a early ventricular signal

Fig. 11. Endless Loop Tachycardia case study demonstrdtmgituation when the pacemaker drives the heart into an eissate [36].

persist if no actions are taken. The heart rate is kept asdsghventricle leads (URItask). Each task was assigned a period
the upper rate limit of the pacemaker since the cycle lenfith af 10ms. The priorities for the tasks (along with equal dffse
the conduction loop is very short. ELT is a harmful conditioare assigned to match the execution order of the parallel
since the heart rate is a fast fixed heart rate that will causetes in the timer-based pacemaker Simulink model. This
inefficient pumping of the heart. implementation, while not fully reflective of the complexit
From pacemaker point of view, for every input AS, thef a modern pacemaker, is simple and allows the evaluator
pacemaker is working as specified. Thus, open-loop tessingo easily disable some of the tasks to test pacemakers in
unable to detect this closed-loop behavior. Modern pacemalany of the modes. In our initial setup of the implementation
algorithms are able to identify potential ELT by measuring t we have been able to experimentally validate the closed loop
time that the pacemaker is pacing at the upper rate limit. Th&ectrical interaction between the heart (FPGA) and pakema
ELT can be then terminated by skipping one ventricular gacirfFireFly node). This platform demonstrates real-time baira
or by increasing the PVARP time to block the AS caused lyf the pacemaker for normal sinus rhythm, sinus bradycardia
the V-A conduction. (atrial pace only) and sinus bradycardia with heart block
(synchronized dual-chamber pacing).

B. Other closed-loop case studies

There are other closed-loop case studies we have discusSedConclusion and Future Work
in our previous publications. Normal pacemaker function o As implantable medical devices grow in sophistication with
heart with bradycardia has been studied in [33]. Pacemakginificant capabiliies implemented in software, firmware

with mode-switch function has been studied in [34]. Pacgygs account for an increasing fraction of device recallsces
maker malfunction due to functional aspects like Crosstajke FDA currently does not test, verify or certify the softea

and lead displacement has been studied in [35]. in such devices, there is an urgent need for a systematic
methodology to guarantee the safety of the device software.
VIII. DiscussioN Furthermore, this safety must account for the closed-loop
In this section we describe the implementation of the VHNhteraction with the organs of interest. In this effort, wav
and pacemaker and discuss avenues of future work. presented a first step in the direction of a holistic approach
for model-based testing and physical patient—deviceactame
A. Physical Implementation validation. We achieve this through the design of an intiegta

While a system model is useful for simulation-based testiriﬂnc,tional, anq fo(rjmal model  of .the hhearlt anddl pacemaker
and extraction to appropriate formal models for verificatio evice using timed automata. Using this closed-loop system

the realization of the physical system is essential. Impl&/€ €Mploy a monitor-based testing approach [36] that is both

mentation issues such as the noise, jitter, timing overhead
and signal distortion at the VHM-pacemaker interface can
only be captured faithfully in a physical realization of the
system. The VHM was implemented on a Xilinx Spartan-
3, XC3S1000 FPGA [53], shown in Fig. 12. The pacemaker
was implemented on a FireFly microcontroller-based ptatfo
[54]. FireFly runs nano-RK [55], a real-time operating gyst
developed with timeliness as a first-class concern. S SN
The pacemaker was implemented on a FireFly node using |
five tasks, corresponding to the automata from our Simulink
model of the pacemaker, for the ventricle-pace (UBR$K),

ventricle-sense (AVltask), atr_ial-pace (ARRask), a_trial' Fig. 12. Closed-loop experimental setup. A Boston Scienpéicemaker is
sense (VRPtask) and a coordinator between the atrium anghown for reference.

Heart Model on FPGA board

Pacemaker on
icrocontroller board
VTN
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clinically-relevant and captures the complexities of iatdion [12] “US FDA, Design Control Guidance For Medical Device Man-
with physiological components. ufacturers,” 1997. o
This effort describes early steps toward cyber-physicHIB] “US FDA, Guidance for the Content of Premarket Submissions

del b d testi lidati d ificati f dical for Software Contained in Medical Devices,” 2005.
model based tesling, validation and verification of me ICf’14] “PACEMAKER System Specification. Boston Scientific. 2007.”

cyber-physical systems. This is a challenging domain @8] A. 0. Gomes and M. V. Oliveira, “Formal Specification of
patient modeling is both complex, highly variable and non- a Cardiac Pacing System,” iRroceedings of the 2nd World
deterministic and the safety properties must include over- ggggress 832':(%1;&' Methodser. FM "09.  Springer-Verlag,
a.pprOXI'mated models. for vgrlflcathn, abstract models Vf\ﬁG] E. Jéer,)FI). Lee, and O. Sokolsky, “Assurance Cases in Model-
Slm_ul_atlon and be realizable in physical form fqr testinge Driven Development of the Pacemaker Software'@veraging
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