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ABSTRACT

Information security continues to be a pressing issue for in-
dustry and government. Perhaps the two most fundamental
mechanisms for controlling access to information are cryp-
tography and access control systems. This paper presents
MLSvisual, a tool that helps students learn the multi-level
(Bell-LaPadula) access control model. MLSvisual allows stu-
dents to create, explore, and modify an MLS policy through
a graphical visualization system. A query system can be
used by students to test their understanding of a given pol-
icy. Instructors can utilize a test function in the tool to
assign an exercise or quiz, with answers sent to them via
email. We also present the results of an evaluation of MLSvi-
sual within a senior-level course on information security.
This evaluation received positive feedback and showed that
MLSviusal helped the understanding of the Bell-LaPadula
model and enhanced the course. We believe that this user-
level tool will help instructors to teach this material more
effectively, and make teaching this material more practical
in resource-constrained environments.

Categories and Subject Descriptors

k.3.2 [Computers and Education]: Computer and In-
formation Science Education—Computer science education,
information systems education
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1. INTRODUCTION

Application of the principle of least privilege requires that
a process be given access to only those resources necessary
for it to complete its task. On modern systems, a very tight
application of this principle can lead to a large (tens of thou-
sands of rules) and complex access control policy that is
challenging both to create and maintain.

This problem has been partially addressed through im-
proved access control technology. Access control systems
have evolved significantly over the last decade. A large part
of the effort has been implementation of sophisticated se-
curity models, such as Multi-Level Security (MLS) [1, 2],
Role-Based Access Control (RBAC) [7] and Type Enforce-
ment (TE) [3]. These models abstract modern, common
patterns of information access, and hence simplify policy
development and administration.

Visualization has been applied to some access control mod-
els. Schweitzer, Collins, and Baird developed a visualiza-
tion system to enable active learning about the Harrison,
Ruzzo, Ullman and Take-Grant models of access control [11].
Hallyn and Kearns developed DTEEdit and DTEView for
graphical analysis of DTE specifications [6]. DTEEdit and
DTEView do not have pedagogical goals. Visualization and
animation have also been applied in many areas of security
education [4, 5, 8,9, 10, 11, 12, 13, 14]. MLS is a fundamen-
tal access control model. To our knowledge, no visualization
tool has been developed to help the teaching and learning
of the model. This paper describes MLSvisual which aims
to enhance the pedagogy of the MLS model. It allows stu-
dents to create, modify, and analyze policies graphically. It
also allows import and export of a human-readable text-
based policy. To present and help explore the details, three
graphical representations are used to illustrate a policy and
an additional query subsystem is provided to answer some
fundamental questions. Instructors may use a test module
that requires students to answer questions about policies and
then sends the answers via email. The system runs at the
user-level and is not tied to the underlying file system. It
currently supports Linux and MacOS. MLSvisual was tested
in a senior-level course on computer security. The evalua-
tion indicated that MLSviusal helped the understanding of
the Bell-LaPadula model and enhanced the course.

The remainder of this paper is organized as follows: Sec-
tion 2 provides the background of the computer security



course where MLSviusal was evaluated, Section 3 presents
our tool, Section 4 has a detailed study of our findings from
student evaluation, and Section 5 has our conclusions.

2. COURSE INFORMATION

MLSvisual was used in a computer security course, CS4471
Computer Security, that was offered in the Department of
Computer Science at Michigan Technological University. It
is a senior level course that gives a basic introduction to
topics in computer security. The access control component
covers the Bell-LaPadula (BLP), Domain Type Enforcement
(DTE), and Role-Based Access Control (RBAC) models.
The course also covers secure coding in C, cryptography, key
management, authentication, malicious logic, and intrusion
detection.

Most students are computer science majors who take the
course as an elective. The class in which the evaluation
was conducted included seventeen CS majors, three Com-
puter Systems Science majors (who are required to take
the course), three Software Engineering majors, seven Com-
puter Engineering majors, and three students from other
majors including Electrical Engineering, Math and Commu-
nications, Cultures and Media.

Students were given paper and pencil exercises on the BLP
model as part of the regular course homework. For this first
use of MLSvisual, students were additionally given an extra
credit assignment that required use of the tool. The prob-
lem was to evaluate a simple policy via a series of questions
and then complete a test using the Test module. After the
students had submitted their solutions to the extra credit
assignment problem, the instructor distributed a survey to
the class. Completion of the survey was voluntary.

3. SOFTWARE DESCRIPTION

MLSvisual is designed to facilitate the teaching as well as
self-learning of Multi-Level Security using visualization. It
implements the Bell-LaPadula model, where security levels
are assigned to subjects (users and processes) and objects
(files and directories). A security level (L, C) consists of a
clearance L and a subset C' of a comprehensive set of cat-
egories. A clearance such as “Secret” or “Top secret” rep-
resents the sensitivity of a subject or an object, and a set
of categories indicates descriptive attributes such as “Docu-
mentary” or “States”. Security levels are compared using the
dominates relation >, where (L1,C1) > (L2, C2) if and only
if L1 > Lo (L1 has a sensitivity higher than or equivalent to
Lo, e.g., “Top Secret” > “Secret”) and C> C Cy. A subject
can only read objects it dominates, and can only write to
objects that dominate the subject. The dominates relation
on the security levels forms a directed graph G(V, E) where
V contains a node for each security level (L, C') and there is
an edge from the node for (L1, C4) to the node for (L2, Cs)
if and only if (L2,C%) dominates (Li,C4). Self-loops and
edges inferred by transitivity that appear in a full digraph
of the partial order are omitted to reduce clutter. Since two
security levels can not dominate each other, G(V, E) is a di-
rected acyclic graph with the starting node dominating all
the other nodes in V.

Figure 1 shows the user interface and visualization illus-
trating the relationship among security levels. The part with
a white background is the drawing canvas. The red frame
has all color coded clearances, and the blue frame has all cat-

egories indexed by numbers. Users may specify the clearance
and categories of a security level by checking the buttons in
these frames, and use the Add one node operation to draw
the node for the security level on the canvas. The node will
have the clearance color and the indices of its categories as
its label.
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Figure 1: Main Window

MLSvisual supports the import and export of specifica-
tion files (.mls) and visualization files (.mlsvis). A speci-
fication file contains a human-readable, text-based specifi-
cation of components in an MLS policy, where clearances,
categories, and the security levels of users and objects are
designated. A visualization file stores the graph on the
drawing canvas. A session may begin with loading a file
of either type or building clearances and categories from
scratch. The visualization focuses on the interpretation of
the relationship among security levels and read and write
permissions that subjects have towards objects. It includes
three graphs: the Whole graph, the General graph and the
Object graph. The Whole graph provides an automatically
generated overview of the dominates relation among all se-
curity levels. The General graph allows users to gradually
reveal the relations among security levels of interest. They
may add nodes one by one or choose two existing nodes as
end nodes and reveal the dominates relation between them
using the Generate graph operation. The Object graph
shows the security level assignment to objects. MLSvisual
also has two modes: the Analysis mode and Edit mode.
The Analysis mode allows the users to analyze properties
of the policy they imported and helps the users better un-
derstand the BLP model. The Edit mode supports editing
clearances and categories as well as the security level assign-
ments to subjects and objects. This mode allows users to
modify a policy and aims to help them design policies that
fulfill specific security requirements. In addition, Speci-
fication and Exercise modules are provided for further
exploration and design of MLS policies.

3.1 Visualization

The Whole graph G (Vw, Ew) shows the directed graph
described above of all security levels (Figure 4 (a)), where
Vw contains all security levels and E,, contains the directed
edges that represent the dominates relation. It starts with
the node that dominates all the other nodes. The General
graph G4(Vy, Ey) helps the users focus on the security levels
and subjects of interest. (Figure 2). V, is a subset of V,, and
E, has the edges for the dominates relation among elements



in V. The Whole graph and the General graph together
provide both overall and partial views of the relationship
among security levels so that a full understanding of a policy
becomes easier.
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Figure 2: General Graph Before And After Gener-
ate Graph Operation

The Object graph shows the security level assignment of
objects. This graph has a number of concentric circles with
the center being the root directory. The circles with increas-
ing radii represent directories of increasing directory depth.
The nodes in the graph are objects and the edges repre-
sent the membership of the directory (Figure 3). Each node
is a rectangle with two colors. The left color indicates its
clearance and the right one shows the category based on the
color-category correspondence in the legend.
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Figure 3: Object Graph

3.2 Analysis Mode

The Analysis mode is to facilitate the understanding of
the relationship among security levels and permissions of
subjects in the imported policy using the three graphs.

The Whole graph shows the relationship for all security
levels. While a fine-grained policy may contain complicated
and meaningful relationships, it also generates a cluttered
graph. Hence, we use node grouping to reduce the clutter.
If there are more than 15 nodes at one depth level in the
graph, an expandable group node will replace the nodes with
the same clearance at the same depth level and be labeled
as the number of contained nodes. This group node can be
replaced by the contained nodes when needed. Figure 4 (a)
shows a Whole graph without grouping, while Figure 4 (b)
has the same graph with grouping.

The General graph shows the relationship among some
nodes in which users are interested. There are two methods

to draw the relationship: adding security level nodes one at
a time and using the Generate graph operation. The first
method draws an edge directly between nodes when they are
related under the dominates relation. When a new node is
added, the graph is updated. This helps students investigate
when one node is reachable from another. Using the second
method, a user designates two nodes and the tool gener-
ates the full directed graph between them. Nodes along all
paths from the lower node to the upper node, as well as the
edges between them, are generated. This is useful when in-
vestigating the reachability of the two given nodes, the pos-
sible paths and the involved security levels. It also avoids
the overwhelming and repetitive operations of adding nodes.
However, the first method still has its value when users are
not interested in the detailed paths between nodes and pre-
fer just knowing the reachability. Figure 2 (a) shows two
nodes and their relationship. Applying the Generate graph
operation to the same pair of nodes, Figure 2 (b) shows all
the security levels in between. An icon by a node indicates
there is a subject assigned to this security level. When the
node (e.g., the red node with label (2) in Figure 2 (b)) is
moused over, the subject’s name appears at the lower left
corner of the canvas, and its permissions to other security
levels are shown in highlighted paths. These subjects can
write to the nodes along the blue paths and can read the
nodes along orange ones. By referring to the security levels
of specific objects in the Object graph, it is easy to tell the
permissions that subjects have towards objects.
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Figure 4: Whole Graph

3.3 Edit Mode

MLSvisual starts with the Edit mode to create a policy.
It can also be used to modify an existing policy. A policy
contains four components: clearances, categories, security
levels of users and security levels of objects. This mode



provides four editing operations: add/delete clearance,
add/delete category, assign directory (assigning secu-
rity levels to objects) and assign users (assigning security
levels to users in the operating system). One can move from
the Edit mode to Analysis mode in the same session in or-
der to evaluate policy changes.

3.4 Specification and Exercise Modules

666 Query Window
~Query Types:
What is the powerset of the set of all categories

1.8.0 0. Specification Diagnosis

clearances: secret < topsecret < seven &l
categories: michigan, texas what are all possible levels
i what levels can be read by a subject at a certain ley
What levels can be written by a subject at a certain
Can a subject at a certain level read or write an obj
what are the direct predecessors of a certain level

| What are the direct successors of a certain level

assign secret:michigan —r fusr, /top
assign seven:michigan  fusr/somefile

users secret:michigan:texas fred, ethel
users seven:texas ricky, lucy

The specification is correct!

4. EVALUATION

The MLSvisual evaluation consists of two components, 17
rating questions (Table 1) and 9 write-in comments. The
first 14 questions (Q1-Q14) study the effects of MLSvisual.
The choices are: 1:strongly disagree, 2:disagree, 3:neutral,
4:agree, and 5:strongly agree. Questions Q15, Q16 and Q17
study the use of MLSvisual. The choices for Q15 are 1:less
than 5 mins, 2:5-10 mins, 3:10-15 mins, 4:15-30 mins and
5:more than 30 mins. The choices for Q16 are 1:once, 2:1-3
times, 3:3-5 times, 4:5-10 times and 5:more than 10 times.
The choices for Q17 are 1:less than 5 mins, 2:5-15 mins, 3:15-
30 mins, 4:30-60 mins and 5:more than 1 hour. We collected
22 valid forms. The distribution of majors is as follows:
10 in Computer Science, 6 in Computer Engineering, 3 in
Computer Systems Science, 1 in Software Engineering, and
2 undeclared.

Table 1: Survey Questions

Q1 | MLSvisual helped better understand BLP model

Eh | ? =17

Query Input: 1
clearances: secret , topsecret ,seven [Security Level: [seven,(1) |
Connect clearances with "<"

~Run Query:
categories: michigan: texas Run
Connect categories with ","
Clear

assign secret -r fusr/top secret [u'texas’] (=1
Security name should be written as N
7 secret [u'michigan’, u'texas’]

‘clearance category L icategory2" or *clearance "

assign seven:michigan  fusr/somefile [query 6]What levels are the direct

Q2 | MLSvisual was helpful for my self-study

Q3 | General graph’s analysis mode showed the relation-
ship between different security levels clearly

successors of level (seven, (1))
users secret:michigan:texas fred, ethel

CIr

users seven:texas ricky, lucy topsecret  [u'michigan’]
load || clear |[ close | |7 u E
(a) Specification Diagnosis (b) Query

Figure 5: Specification and Exercise Modules

Two more modules, Specification and Exercise, are
provided to help the users understand the specification of an
MLS policy and the BLP model. The Specification mod-
ule has Specification window and Specification diag-
nosis components. The Specification window component
generates a specification of the policy under consideration
and is useful when a policy is being created graphically or
the imported one is modified. The specification can be used
as a guidance for writing correct specification files. The
Specification diagnosis component is used to check the
syntax of a specification file loaded in this module. If it is
correct, confirmation of correctness will show up as the last
line in green along with the original specification content in
a pop-up window. Otherwise, information on how to correct
the errors will be given under each problematic line (Figure
5 (a)).

The Exercise module consists of two components for self-
evaluation: Query and Test. The Query component has
seven questions (Figure 5(b)) to help the exploration of MLS
policies. It provides answers to some frequently asked ques-
tions such as what are all sets of categories, what are the
possible security levels and whether a specific subject has
read or write permission to an object. The Test component
provides a way to evaluate the understanding of clearance,
category, relationships and permissions through 13 questions
on policies in various scales. Users have to choose an answer
to proceed to the next question. This can be used for in-class
exercises or quizzes. Instructors will receive a student’s an-
swer, a grade on each question and overall grade via email.
This component currently has an example set of questions
covering the core aspects of the BLP model. Instructors may
populate the test with their own questions by modifying an
input text file.

Q4 | General graph’s edit mode allowed easy creation
and modification to policies

Q5 | Object graph depicted files’ security levels in
a straightforward way

Q6 | Whole graph helped better understand of policies

Q7 | Representation and layout eased use of the tool

Q8 | Colors helped understand BLP’s information flow

Q9 | Permissions of security levels are clearly depicted

Q10 | The tool helped realize BLP’s limitations

Q11 | The tool helped learn Principle of Tranquility

Q12 | Feel prepared to design policy after using the tool

Q13 | The tool helped understand what wasn’t understood

Q14 | MLSvisual enhanced the course

Q15 | How long did it take you to understand the
BLP model by using the tool

Q16 | How many times did you use the tool

Q17 | How long did you use the tool in total

4.1 General Discussion

Table 2 shows the mean and standard deviation of each
question. Feedback from participants was positive with an
overall mean of 3.77 and standard deviation of 0.73. Q3 and
Q8 received the highest scores of 4.2 and 4.3 with standard
deviation 0.8 and 0.6, respectively. This indicates that the
General graph showed the relationship among security lev-
els clearly and that the use of colors helped students under-
stand the BLP model. Q5 and Q11 received the lowest score
3.0. Q5 investigates whether the security levels of objects
are straightforward in the Object graph. The low score may
be because the Object graph and General graph were sup-
posed to be used together. However, even if the security
level assignment to the objects is visually presented, stu-
dents probably treated them as separate and independent
components, and hence Q5 received a neutral rating. Q11
received 3.0 because there is no direct visual presentation
of this principle. Students have to edit a policy in several
iterations to get hands-on experience of whether the strong
or weak tranquility principle should be preserved. The Edit
mode is designed for this purpose. The other questions re-



ceived scores around 4.0. Hence, the general response to
the tool was positive and participants considered that the
tool helped them understand the concepts and enhanced
the course. Of the three usage questions (Q15-Q17), Q17
had an average of 3.6, which indicated that students used
the tool for 15 to 30 minutes. The average of Q15 was 2.9
which means that it took around 10-15 minutes for students
to understand the BLP model using MLSvisual. The average
of Q16 was 1.5 showing that students used the tool once or
twice. Table 3 has the distribution of answers to these three
questions. Q15 had 9%, 23% and 41% of students select
Choice 1, Choice 2 and Choice 3, respectively. Thus, 73% of
all students required less than 15 minutes to understand the
BLP model. Since no student selected Choice 5, all of them
understood the BLP model within 30 minutes. The answer
distribution of Q16 indicated that 50% of all students used
it only once while the rest used MLSvisual twice. For Q17,
87% of all students selected among Choice 1 to Choice 4,
which means that 87% of all students spent less than one
hour using the tool.

Table 2: Mean (r) and Standard Deviation (o)
QL | Q21 Q3| Q4| Q5|Q6 | Q7| Q8| Q9
pw|40]38|42|41|30]37]|37]|43]38
c[06]07]|08|07(09]06]|07]|06]09
QI QIL[QI2 [ QI3 | Q4] Ql5 | QI6 | QI7
pw| 40 | 3.0 | 36 | 3.6 | 3.9 | 29 | 1.5 | 3.6
c| 07 | 09 0.6 0.8 0.5 0.9 0.5 1.0

Table 3: Usage Distribution

Choicel | Choice2 | Choice3 | Choice4 | Choiced
Q15 9% 23% 41% 27% 0
Q16 50% 50% 0 0 0
Q7 | 5% 9% 23% 50% 13%

We also looked at the correlations between each pair of
questions from Q1 to Q14. The ratings of each question are
loosely positively related with the highest correlations 0.65
for (Q3, Q10) and 0.64 for (Q7, Q8). The correlation be-
tween Q3 and Q10 suggested that those who considered the
Analysis mode showed the relationship among security lev-
els clearly (Q3) also tended to believe that MLSvisual helped
them realize the BLP’s limitations (Q10). For Q7 and Q8,
those who considered the representation and layout made
the use of MLSvisual easy (Q7) also might consider the color
scheme helped them understand the information flow of the
BLP model (Q8). There are some other pairs having corre-
lations around 0.55. The correlations between (Q3, Q4) was
0.56, indicating that students who liked the Analysis mode
of the General graph (Q3) also rated the Edit mode of the
General graph (Q4) higher. The correlation 0.55 of (Q6,
Q10) suggested that students who rated the Whole graph
(Q6) higher might find it easier to realize the limitations of
BLP model (Q10). The correlations between (Q1, Q13) and
(Q2, Q13) were 0.52 and 0.55, respectively. This suggested
that many students who felt that MLSvisual helped them un-
derstand what was not understood also tended to consider
the tool helped self-study and a better understanding of the
BLP model.

4.2 Statistical Analysis

We used MANOVA and ANOVA to investigate if the use
of the tool may affect student ratings. The level of signif-

icance is @ = 0.05. The null hypothesis for this study is:
the time spent on understanding the BLP model (Q15), the
number of times using this tool (Q16), and the total time
spent on this tool (Q17) did not affect the answers to the
14 questions (Q1-Q14). Based on the answers to Q15, we
divided students into 3 groups. Group 1 had students who
spent less than 10 minutes to understand the model. Group
2 spent 10 to 15 minutes, and group 3 spent more than 15
minutes. The p-value of a MANOVA Wilk’s lambda test
was 0.525, suggesting that there was no significant differ-
ence among these groups. To verify the result, we also used
ANOVA to perform individual test against Q15, and found
that Q5 vs. Q13 had the smallest p-values 0.051. Since it is
still larger than the level of significance, we can not reject
the null hypothesis.

Students were divided into two groups according to their
responses to Q16. The first group had 11 students who used
the tool only once. The second group had the other 11 stu-
dents who used the tool twice. The p-value of a MANOVA
Wilk’s lambda test was 0.677, which indicated that the null
hypothesis can not be rejected. ANOVA tests against Q16
showed that Q1 and Q12 had the two smallest p-values 0.062
and 0.070, respectively. Since they are still greater than the
significance level, the null hypothesis can not be rejected.

For Q17, we divided students into 2 groups. The first
group included 8 students who used the tool for less than
30 minutes while the other group of 14 students spent more
than 30 minutes. The MANOVA Wilk’s lambda test had
a p-value of 0.332, and the null hypothesis can not be re-
jected. ANOVA tests against Q17 showed that the p-value
for Q13 (0.0046) was the only one less than the significance
level. The null hypothesis was rejected. Therefore, stu-
dents who spent less than 30 minutes and the students who
spent more than 30 minutes responded to Q13 differently.
This happened because students used the tool after learning
the BLP model in class. The parts they did not under-
stand before were some challenging aspects. The different
responses showed that many students were able to under-
stand the challenging parts after spending enough time on
the tool. Based on the findings, we have sufficient evidence
to claim that the time students spent on the tool affects
whether they could understand the parts that they did not
understand before. But, in general, the use of the tool does
not affect student rating when all questions are considered
at the same time.

4.3 Student Comments

The set of 9 write-in questions was designed to gather
suggestions from students for future improvement. The as-
pects we investigated are: whether the graph presentation
is helpful, the Specification diagnosis module, the Test
module, the use of colors and user interface, features to add
and the software installation issues.

Student feedback was quite positive to the graph presen-
tation. Some students said “It clearly illustrated the lattice
formed by the policy, and helped me see the relationship be-
tween levels”, “The graph was very nice and definitely helped
me understand the BLP model better”, “The graph showed
useful information with button to auto-generate”, and “It
worked perfectly as I imagined”. Therefore, we believe that
the graph presentation did help students understand the
BLP model better.

The comments on the Specification diagnosis model



were generally positive. Students mentioned that “It was
definitely useful” and “It was a nice addition to the visual”.
However, some students mentioned that they were not sure
whether they had used the module. This is understandable
since the extra credit assignment did not include the use of
this module.

The Test module received positive feedback. Students
mentioned that “I was impressed by how well the software
handled examples” and “ The most populated object graph was
nice”. A suggestion “It would be better if there were answers
to the questions at the end of the test” was also mentioned.
Since instructors usually use the module as a quiz, the ques-
tions can be answered on demand in class.

All students were satisfied with the use of colors and the
user interface. A student suggested that “Queries should
default to a pop-out window”. Most of them did not think
about additional features; however, one student indicated
that “Maybe a quick run down on the model and particu-
lar specification”. No software installation problem was re-
ported.

Students also provided some general comments for further
improvement. They suggested adding tooltip to all buttons,
having the larger default window size, and providing a ver-
sion for 64-bit Linux since some of their systems were not
32-bit compatible and needed some packages installed before
use.

In summary, we believe that MLSvisual effectively helped
self-learning and in-class teaching of the MLS policies and
BLP model. With the suggestions from the students, we will
improve MLSvisual in the near future.

5. CONCLUSIONS

This paper discusses a visualization tool MLSvisual to fa-
cilitate the teaching and self-learning of the MLS access con-
trol model. Instructors may use the tool in class and read in
policies while explaining the concepts and properties. Stu-
dents who are interested in learning the model on their own
or exploring the model further after class may use the tool
to understand the model better. Students may also learn
the design of an MLS policy and perform self-evaluations.

The evaluation showed that MLSvisual was helpful. In the
grouping analysis, MANOVA tests found no difference in
rating against student’s use of the tool considering all ques-
tions at the same time while ANOVA tests showed that the
time students spent on the tool affected whether they were
able to understand the parts that challenged them before.
As suggested in the feedback, we will improve the tool as
follows: (1) include visual presentation of the principle of
strong and weak tranquility, (2) provide a Practice compo-
nent with answers to questions, and (3) add tooltip to the
user interface.

MLSvisual is a part of larger development of security vi-
sualization tools supported by the National Science Foun-
dation. Besides MLSvisual, DTEvisual for Domain Type En-
forcement access control model has been developed. Visu-
alization tools for Role-Based Access Control model and a
large visualization framework for the combination and com-
munication of all the visualization tools will be available in
the future. The tool, user guide and demo video are acces-
sible at the following link:

http://acv.cs.mtu.edu/mlsvisual.html
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