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Abstract—Cloud computing environments provide flexible 
infrastructures for third-party management of organizations’ 
information technology (IT) assets. With web services being a 
standard for realizing web-based business capabilities, the 
emergence of cloud computing will bring new challenges to 
different web service activities. In this paper, the authors 
propose an agent-based framework that provides effective 
integration of services within clouds. To tackle the dynamism 
in service operations, an adaptive monitoring algorithm is 
proposed. The algorithm is inspired by the congestion control 
approach from the TCP protocol and provides efficient, up-to-
date information about service status without exhaustive 
monitoring. Experimental results show that the monitoring 
algorithm provides significant benefits when compared to the 
more exhaustive methods. This approach also facilitates other 
service activities, such as cross cloud service discovery. 

Keywords-web services, cloud computing, service lifecycle, 
service management, service discovery 

I.  INTRODUCTION 
Service-Oriented Computing (SOC) principles and web 

services provide flexibility in Internet operations. Web 
services are loosely coupled, self-contained, and network 
enabled software components that realize a specific task [1]. 
With standards such as WSDL, SOAP, and REST, web 
services are widely adopted in domains such as e-commerce, 
scientific workflow, and distributed and embedded systems. 

Cloud computing is a recent paradigm that builds on 
previous computing paradigms such as grid computing and 
utility computing [2]. Traditional computing capabilities 
such as CPU hour, storage capacity, network bandwidth and 
even software functionalities are flexibly configured and 
commoditized by cloud computing frameworks. Typically, 
for each cloud, there is a single cloud provider responsible 
for managing and maintaining the cloud resources. Multiple 
cloud users can request resources from the provider. These 
users can be cooperative, as in a company's private cloud, or 
mutually untrusted, as in a public cloud. The cloud provider 
provisions resources based on users' requests and availability 
of the requested resources. 

As more and more companies are advertising their 
services on the web, effective service discovery and 
management has become a critical aspect of service-oriented 
computing. At the same time, as cloud computing grows in 

maturity and gains more acceptances, it will likely become a 
primary distributed computing paradigm in the future. 
Consequently, a natural strategic move for service providers 
is to offer services deployed in cloud computing frameworks 
[3]. Hence for service developers and users, providers’ cloud 
settings will be the primary location for finding desired 
services. Examples of services that are already offered by 
cloud-based service providers include Customer Relationship 
Management (CRM) services, Enterprise Resource Planning 
(ERP) services and email exchange services.  

The growing number of service activities in cloud 
environments requires a highly efficient framework that 
promotes service advertisement, management and discovery 
operations. A framework that is capable of scanning and 
incorporating service specifications across multiple cloud 
providers facilitates higher-level, cloud provider-situated 
knowledge bases that will, in effect, federate cloud 
environments with respect to their services. However, such 
an environment requires intelligent or agent-based 
capabilities to adapt to the highly-dynamic environment. In 
this paper, we introduce a supporting software framework for 
agent-based services in cloud environments, as well as an 
adaptive algorithm to monitor deployed services. The 
algorithm has the ability to adaptively adjust service status 
checking time intervals based on different check responses. 
This framework reduces the number of messages required to 
check the status of services (as shown in our simulation 
results).  

The remainder of this paper is organized into the 
following sections. In Section II we discuss the challenges in 
service-cloud integration. We also presented a brief survey 
on related work in this section. In Section III, we introduce a 
framework for agent based services and an adaptive 
monitoring algorithm. A prototype implementation of the 
framework is described in Section IV. Experimental results 
and analysis are also presented in the same section. 
Conclusions and future work are described in Section VI. 

II. CHALLENGES AND RELATED WORK 

A. Challenges of Service-Cloud Integration 
Web-based service repositories (such as Seekda [6] and 

ProgrammableWeb [7]) and service search engines (such as 
Woogle [4]) tend to leverage user efforts and/or web 
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crawlers to find potential web services available on the open 
Internet. However, the Web is a heterogeneous environment, 
so for different services, how it is deployed and what 
technology is used can vary greatly. Moreover, the 
availabilities of the discovered services are usually not 
identical and there is no monitoring mechanism for those 
services so that users can acquire the latest information about 
them. Thus, the unstructured, perhaps disorganized, nature of 
services published through these means poses a challenge for 
service advertisement, management and integration. The 
emergence of cloud environments provides a suitable 
location for more organized and more effective service 
management and utilization. However, in order to achieve 
this goal, several challenges must be addressed, such as (1) 
what are best practices for modeling services in cloud 
settings, (2) how are deployed services managed/monitored 
efficiently and (3) what kind of software is needed to support 
the service-cloud integration. 

B. Related Work 
Cloud computing has attracted much attention from both 

academia and industry. Armbrust et al [2] identify the 
opportunities and challenges brought by this new computing 
paradigm. Agents for inter-organizational interoperability 
have been investigated broadly [8][9]. Furthermore, several 
researchers have applied agent-based technologies to the 
cloud. In [10], the authors integrate Multi-Agent Systems 
(MASs) with a cloud environment for intelligent behaviors, 
while in [11] an agent-based testbed is proposed to bolster 
cloud resource discovery and service level agreement 
negotiation. A multi-agent architecture for QoS-assured 
cloud service delivery is described in [12]. J.O. Gutierrez-
Garcia et al in [13] proposed a three-layered self-organizing 
multi-agent system that can deal with the dynamicity of 
service composition process in the cloud. In [14], the concept 
of agent-based cloud computing is proposed by the author. 
The work introduced this paradigm to aid the development of 
software tools for service operations in the cloud using 
agent-based cooperative techniques. And in [15] an agent-
based dynamic resource allocation mechanism for federated 
clouds is introduced.  

Different flavors of service monitoring mechanisms have 
been described in the literature. Barbon et al [16] proposed a 
solution that monitors both instances and classes of BPEL 
processes. Similarly, a monitoring framework targeting 
BPEL is also explained in [17] which utilize a specification 
language, while [18] focused on the monitoring of service 
QoS attributes. Moser [19] took a step further by not only 
monitoring the service process but also replacing them based 
on QoS requirements, and [20] leverages the monitoring 
results as the basis for service selection. Our proposed work 
differs from previous research in that we not only enable 
effective service activities in a single cloud, but also use the 
agent-based services as a means to connect multiple clouds. 

III. A FRAMEWORK FOR AGENT-BASED SERVICES 

A. Service Model Description 
Currently, three major types of cloud computing delivery 

models exist. The Infrastructure-as-a-Service (IaaS) cloud 
provides users with raw computing resources like block 
drives where they can upload their virtual machines. The 
Platform-as-a-Service (PaaS) cloud offers various kinds of 
computing platforms as rentable resources which replace 
local servers and desktops. And the Software-as-a-Service 
(SaaS) cloud offers on-demand and longer-standing 
functional software service to its users. Our service model 
and framework target the IaaS type of clouds, because it is 
common that a service-oriented system is developed as a 
stand-alone application and the service providers often 
require a configurable virtualized platform so that they can 
install the required supporting software packages. In the 
following sections, we will simply use “cloud” to refer to 
“IaaS cloud”. 

We present here a service model that captures the 
information of services deployed on the same host as well as 
the information of the hosting environment. Figure 1. 
presents this model in a UML class diagram. Due to 
limitation of space, all methods are omitted. A service model 
stores the following information: 

• Service provider’s information, including its name, 
address and telephone number; 

• Hosting environment information, including the IP 
address of the host and related information about this 
host, such as service container information or 
hardware configuration information;  

• One or more service(s) deployed on this host. 
A service contains the following attributes: 
• Service name; 
• Service description; 
• Service endpoint reference; 
• One or more operation(s). 
An operation of a service defines the functionalities 

exposed by this service. An operation entity has the 
following information: 

• Operation name; 
• Operation description; 
• Operation input message (zero or more); 
• Operation output message (zero or more). 
This model represents the fundamental information for 

communication in the proposed agent framework. It is worth 
mentioning that the service model here is an internal data 
model used by the systems agents, so it is transparent to the 
client or end users. 

B. Agent-based Service Management Framework 
Figure 2. presents the overarching architecture, in a 

multi-cloud scenario, of the framework for Service Activity 
Management in Clouds. The framework utilizes the 
aforementioned model and has two major components, 
namely extractor agent and aggregator agent. The extractor 
agent is responsible for processing services on each virtual 
machine and building models. To do that, it runs as a web 
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every other failure. We called this modified algorithm 
CPR_2error, or CPR_2e. The rationale of this change is that 
occasional single check failure may occur due to many 
external factors, such as random network packet loss or 
momentarily busy service environment. But two consecutive 
check failures is a good indicator of a possible unresponsive 
extractor agent, especially when the time interval between 
two consecutive checks is relatively long (half a minute or 
one minute). So by postponing the action to after two 
consecutive check failures, the algorithm can avoid false 
alarms, thus reducing unnecessary message generation. 

The other modification we made to the algorithm is to 
add another state to the FSA, called the Unstable state. We 
call this algorithm the Modified-CPR, or M-CPR. The new 
FSA is shown in Figure 4. A service's state can change to 
Unstable from Cautious Relax if two consecutive checks 
both fail. The state of the service will remain as unstable 
until two consecutive checks both succeed, and then the 
service will change back to the CR state. In the unstable 
state, the aggregator agent will check the extractor agent 
every 60 seconds. If another check fails in the unstable state, 
the service will be marked as inactive. While at the inactive 
state, if the final check succeeds, the service will be put to 
unstable state again for further checks.  

The experimental results of these two modifications are 
also shown in Figure 5. We can observe that the CPR_2e 
modification reduces message number in the 90% to 95% 
availability level, while the M-CPR algorithm handles 
services at 80% to 85% availability range better. Both 
CPR_2e and M-CPR achieve the same performance with the 
original CPR algorithm (denoted by CPR_1e in the graph) at 
99% availability.  

To further test the performance of CPR algorithm and its 
variations in a more realistic scenario, we used a set of 
randomly generated availability values instead of a single 
value as the simulation output. The set of availability values 
ranges from 75.0% to 99.9%, differ by 0.1%. The same set 
of availability values is used by the exhaustive approach, the 
CPR_1e and the M-CPR algorithms. Results are shown in 
Figure 6. The total number of messages generated by the 
exhaustive method in a 24 hour duration is 373555, while the 
results for CPR_1e and M-CPR are 282086 and 250622, 
respectively. The percentages of reductions on message 
number are 24.5% and 32.9%, respectively. 

V. CONCLUSION 
In this paper, we introduce a framework, containing 

extractor and the aggregator agents to facilitate the 
management of web services considering the dynamic nature 
of cloud environments. Two adaptive algorithms, the CPR 
algorithm and its variation the M-CPR algorithms have been 
created to efficiently govern the communication between the 
agents that monitor the web services. Experimental results 
show that the proposed methods are more efficient than 
traditional exhaustive method with respect to a reduction in 
message amount for similar accuracy. The information 
obtained by the algorithm can also be used to facilitate 
service discovery and selection. In the future, we plan to 

evaluate the framework in an operational cloud environment 
and use the results to enhance the overarching inter-cloud 
approach. 
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