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ABSTRACT It is now possible to manipulate individual molecules using a nanopore to read DNA and
proteins, or write DNA by inserting mini-genes into cells. Furthermore, development of these methodologies
will kick open the door to new biology and chemistry that has been logistically intractable previously.
Nanopore technology will place molecular and sub-molecular analysis within the reach of the typical bench-
top scientist or clinical lab—no longer limited to genomics or mass spectrometry specialists. Moreover, the
prospects for synthetic biology—using nanopores to program or reprogram cells–are promising as well, but
have been examined only at the level of a single cell, so far.

INDEX TERMS Nanopore, single molecule force spectroscopy, AFM, DNA sequencing, scanning ion
conductance microscopy, single cell transfection.

I. INTRODUCTION
A nanometer-diameter pore in a nanometer-thick membrane
immersed in electrolyte works like a miniaturized Coulter
counter [1]. Charged, single molecules are forced through
the pore by an electric field and detected by changes in the
electrolytic pore current. (The supplemental video S1 is a
confocal image of a cross-section through a nanopore in a
silicon nitride membrane showing fluorescent DNA plasmids
translocating through the pore.) The molecular component
trapped in the pore presents an energy barrier to the pas-
sage of ions that affects the current in a distinctive way.
To characterize molecules with sub-molecular sensitivity,
stringent sub-nanometer control is required over both the
molecular configuration in the pore and the translocation
kinetics. This precision translates directly into control of
the distribution of the electric field in the pore. While
there is a precedent for this kind of precision—the single
electron transistor is the most sensitive device for charge
measurement ever made [2]—it is difficult to achieve this
control under physiological conditions in electrolyte where
the Debye length can be comparable to the molecular charge
density.

Church et al. [3] first suggested that polymers could
be characterized by measuring the altered current as

(sub-molecular) monomers pass through the pore.
Kasianowicz et al. [4] subsequently tested this idea by
characterizing DNA and RNA in α-hemolysin (α-HL)
nanopores using techniques developed in electrophysiology
for ion-channel measurements. Proteins such as α-HL, MspA
and their variants, embedded in a phospholipid layer offer
exquisitely precise self-assembled biological nanopores and
have demonstrated a facility for discriminating individual
nucleotides in DNA. However, modifying or designing pore
structures from scratch to accommodate anything besides
nucleic acids is a challenging endeavor; ab initio protein
design is still beyond the pale [5]. On the other hand, relying
on relatively facile silicon nanofabrication, nanopores sput-
tered through solid-state membranes represent an appealing
alternative; although the structure is less precise than a self-
assembled biological pore, sub-nanometer precision is possi-
ble, but not routine.
For the last 20 years, the Coulter principle has been

explored assiduously; that progress has been reviewed
elsewhere [6]–[8]. Nanopores are now finally poised to kick
open the door to applications in 1. medicine (DNA sequenc-
ing and protein sequencing), 2. threat detection (sniffing out
single molecules of protein, polymers or explosives), 3. deep-
tissue, high-resolution molecular imaging (nanoscopy) and
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4. synthetic biology (cell transfection). However, they are
still plagued by nagging problems that curb their commercial
viability such as deficient chemical specificity, stringent
manufacturing requirements; parasitics that adversely affects
the response time; pore clogging; and onerous electri-
cal parasitics. Here, we review the status of nanopore
technology to provide an up-to-the-minute assessment of
some of the prospects for the applications in sensing
and synthesis, delineate the performance limitations and
deficiencies, and sketch out how to fix them.

II. DISCUSSION
A. SEQUENCING DNA
So far, the main application driving the development of
nanopore sensing has been sequencing DNA. Nanopore
sequencing offers kilo-base long reads from a single
molecule, offering a leg-up on 21st century genomics, e.g.
easier de novo assembly [9]–[11]. However, single nucleotide
resolution requires stringent sub-nanometer control over both
the DNA configuration in the pore and the translocation kinet-
ics because the equilibrium distance between nucleotides
is only 0.35 nm. The molecular component trapped in
the pore might be discriminated by the occluded volume
(e.g. purines are larger than pyrimidines), their mobility or
their charge [12]. However, the differences in the electrical
signal between bases are typically only a few pico-Amperes
and require signal averaging against a noisy background of at
least 2 pA-rms associated with the pore resistance. Different
methods of controlling the translocation kinetics have been
pursued: from changing the temperature [13] and viscos-
ity of the electrolyte [14] to using proteins (polymerases,
helicases) [15], [16] to advance the molecule slowly. Other
methodologies involve stretching DNA in a pore smaller than
its hydrodynamic diameter [17] or embedding electrodes for
control using time-varying electric fields [18].

The forces associated with a translocation through a
nanopore in a solid-state membrane and the concomitant
changes in the electrolytic current have been measured
directly by tethering a single-stranded DNA (ssDNA)
molecule to the tip of an atomic force microscope (AFM) can-
tilever (Fig. 1a) [19]. The measurements were accomplished
using solid-state nanopores with a bi-conical topography and
a diameter as small as 1.0 nm, comparable to the DNA, in
silicon nitride membranes 6–10 nm thick [20]. Early work
exploring the forces and current affecting double stranded
DNA (dsDNA) [21], [22] or carbon nanotubes (CNT) [23]
in synthetic nanopores either focused on pore diameters
(>6 nm) that were too large compared to the diameter of DNA
to produce an adequate signal for sequencing or required volt-
ages that were too small (∼100 mV) to suppress translational
noise [7].

These measurements revealed two types of transloca-
tion kinetics: ‘‘slip-stick’’ motions (Fig. 1b) and frictionless
sliding (Fig. 1c). The force plateaus associated with
the molecule sliding frictionlessly through the pore may

provide an opportunity for sequencing since regular patterns
were observed intermittently in the force and corresponding
current, separated by 0.3–0.72 nm in both homopolymers
and heteropolymers, which were consistent with the spac-
ing between partially stretched nucleotides (Fig. 1d). From
the perspective of sequencing, an analytical tool with long
read lengths that can count repetitive segments would be
invaluable as it becomes exponentially harder to assemble a
genome as the number of repeats grows [9]–[11]. To test the
prospects for detecting repeats, a subset of data obtained on a
force plateau when a single heteropolymer poly(C4A4)20 slid
through a pore (Fig. 1d) was identified and the fluctuations
there were analyzed. It was reasoned that the difference in
size between a purine (A) and pyrimidine (C), and nucleobase
mobility differential [12] would facilitate discrimination.
Figure 1d shows a typical result acquired when a single

molecule was extracted from a 1.4 × 1.6 nm2 cross-section
pore against a potential of 0.4 V. Associated with a force
plateau (Fig. 1c), a blockade was observed that was consistent
with a single ssDNA molecule occluding the pore. An analy-
sis of the fluctuations in the blockade revealed regular fluctu-
ations with a mean lag of 0.30 ± 0.01 nm in the current that
were modulated. The current autocorrelation function (ACF)
displayed a maximum near 2.3 nm, which was consistent
with the chemical constituency of the heteropolymer: i.e. for
C4A4 0.3 nm × 4 × 2 = 2.4 nm. Whereas the fluctuations
viewed through the ACFs are emblematic of a heteropoly-
mer, the force and current differences between A and C are
minute (<1 pN and <20 pA, respectively) and difficult to
identify without improvements in the post acquisition signal
recovery [24], [25]. To improve the conditions of the test,
the pore topography should be modified to tighten the elec-
tric field distribution in the pore as it extends over a few
nanometers due to a combination of effects associated with
the membrane thickness and the cone angle defining the
bi-conical pore. Thus, multiple monomers, or base-pairs
(in the case of DNA) likely influence the current signature
at the same time [26].
There are several workarounds to the problems with chem-

ical specificity and single nucleotide resolution. First, the
membrane could be made thinner using a molecular sheet
fashioned from graphene [27] or even more exotic mate-
rials, such as MoS2 [28]. However, simulations indicate
that the graphene thickness will only support two differ-
ent conductance states—it is too thin to distinguish all the
bases—whereas MoS2 may show four states [28]. Moreover,
bases stick to hydrophobic graphene during a translocation
and clog the pore, [29] but not necessarily to hydrophilic
MoS2 [28]. On the other hand, purposefully functionaliz-
ing a pore with recognition reagents that bind nucleobases
may offer some relief; [30] this prospect has been reviewed
elsewhere [31].
We propose that multiple monomers affecting the blockade

current are not really the problem so long as the transloca-
tion rate is stringently controlled [25]. Consider the situa-
tion where three DNA base pairs, a triplet, affect the pore
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FIGURE 1. Direct simultaneous measurements of the current and force on ssDNA in a solid-state
nanopore. (a) Cutaway schematic showing biotinylated ssDNA (btssDNA), tethered to the AFM tip
through a bond to streptavidin, translocating through the nanopore. (b) The force (top) and current
blockade (bottom) measured during a ‘‘stick-slip’’ translocation under an applied potential of 0.5 V
while the AFM cantilever with poly(T)150 tethered to it was retracted from a 2.1 nm diameter pore,
showing a typical loading of a single molecule that produces a force-extension curve reflecting the
molecular elasticity. The red lines demarcate when the molecule enters the pore and the rupture of a
sticking bond allowing the molecule to exit. The blue lines represent fits to the freely-jointed chain
model for each individual stretch. The cartoon inset shows the assumed molecular configuration at
the first rupture event and the direction of the cantilever motion. (c) Like (b), the force (top) and
blockade current (bottom) measured during the ‘‘frictionless’’ translocation of poly(C4A4)20 as it is
extracted from a 1.4 × 1.6 nm2 cross-section pore against an applied potential of 0.4 V. The green
box highlights a 5 nm portion of the current data from which the ACF was calculated. The cartoon
shows the assumed molecular configuration with the arrow indicating the direction of the cantilever
motion. (d) A magnified view showing the change in blockade current (top) in the 5 nm window and
the corresponding ACF (bottom) of the blockade current of the same data. Adapted from
reference [19].

current—this gives 64 possible combinations, 64 different
current levels. These current levels are not always easily
distinguishable from each other (Fig. 2a) by themselves due to
the inherent signal-to-noise. For example, GTG can be easily
distinguished from other triplets, but TCG is hard to distin-
guish from its neighbors based on current alone. However,
as the bases advance through the pore, with a state change
the next base (assuming completely random distribution of
bases) has an equal probability of A, C, G, or T, i.e. in the case
of TCG the next triplet is CGA, CGC, CGG, or CGT. This
can be represented using a hidden Markov model (HMM)
with a chain of hidden states (bases) only observable indi-
rectly (via the current). For a HMM, a state diagram can

be constructed from output probabilities, the probability dis-
tribution of currents observed for each state, and transition
probabilities, in this case 25% for each of A, C, G, and T.
It is then possible to maximize the joint probability, using
the entire chain of observed currents to determine the hidden
state chain. Joint probability is given by P( I (t)| k) × Tjk
where P( I (t)| k) is the output probability for state k , and
Tjk the transition probability between states j and k . The
total joint probability is given by δk

∏
t P( I (t)| kt )× T(t−1)(t)

where δk is the probability that each of the states is initially
occupied. A Viterbi algorithm determines at each step the
most probable combination of previous steps to reach that
point, given by: Vk (t) = P( I (t)| k) maxj (Vj(t − 1) × Tjk ).
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Using this method the sequence of (in this case triplet)
states can be determined that delineate the DNA sequence.
This method can be used on any polymer, just with an
expanded number of possible states depending on the number
of monomers influencing the current. However, this model
does depend on having the polymer advance one (and only
one) monomer at a time through the pore. If not, the tran-
sition probability matrix has to be expanded to include the
probability of staying in the same state, or advancing two
monomers, though this may dramatically increase the state-
space. The model can best be trained empirically to determine
both output probabilities and the transition matrix.

Despite vexing problems with chemical specificity and
control of the translocation, biological nanopores have been
used to sequence DNA, and the commercial prospects for this
technology seem brilliant. In particular, MspA conjugated
with a polymerase (phi29) that steps the DNA through the
pore has been used to decode long reads in which approxi-
mately 4 quadromers (4 nucleotides) affect the ion current of
each level [32]. Reads of up to 4.5 kb in length were unam-
biguously aligned to a reference genome. Another nascent
sequencing technology, MinIONTM, which uses an array of
multiplexed proteinaceous nanopores, has been distributed to
early access sites by Oxford Nanopore [33]. We have taken
the opportunity to test an early access MinION instrument,
which consists of an array of 2048 polymer membrane pores
multiplexed to 512 read channels and embedded in a flow-
cell. Protein pores are embedded in the membranes. Although
the exact nature of the pores is proprietary, we have noted
that not all the membranes are active (Fig. 3a). This is either
due to a failure of pores to integrate due to the challenge of
single pore insertion, or poor yield of proteinaceous pores
surviving shipment and storage under current conditions. A
DNA library is delivered through simple pipetting into an
entry port on the MinION. The USB-stick sized instrument
is connected to a computer, and events are base-called in the
cloud using a proprietary algorithm, presumably similar to the
Viterbi scheme outlined above.

The library is prepared by first shearing the DNA
into ∼8 kb fragments to increase the concentration of
molecules. A highermolecular concentrationwill increase the
throughput by minimizing the time pores stand empty; the
probability of a pore capturing DNA is directly depen-
dent on the concentration since capture is primarily a dif-
fusive process, a property known as diffusion equivalent
capacitance. The rate of capture, R, is given explicitly by:
R = 2πCDr, where C denotes the concentration, r is the
radius of capture and D is the diffusion equivalent capac-
itance [34], [35]. Ragged DNA ends generated by shear-
ing are cleaned up using a standard end-polishing/dA-tailing
kit. Next, adapters are ligated to the molecule: a hairpin
on one side, and a single stranded leader on the other end
that has a binding site for a ‘‘motor’’ protein. The library
is incubated overnight with motor protein before addition
to the instrument; this protein controls the translocation rate
of DNA through the pore. For our library, we used λ-DNA,

a relatively small (48.5kb) standard that is commercially
available.
After loading the MinION, DNA molecules are captured

by the pore, and driven through in a controlled fashion by the
motor protein and electric field. Though the library is double
stranded DNA, at first only the forward strand is fed through
the pore. When the DNA reaches the hairpin adapter, the
hairpin is unraveled and the reverse strand is then fed through
the pore. This is similar to the SMRT bell adapter used in the
Pacific Biosciences RS II [36], and provides error checking
through independent sequencing of both the forward and
reverse strand. With the current library preparation method,
some of the strands will have hairpins on both ends, and
some will have leaders on both ends. The dual-hairpins will
not run, but the dual-leaders will, only providing a single
strand read. Base-calling software can identify the hairpin
location through an abasic site (DNA backbone without base)
present in the hairpin. This is especially advantageous for a
k-mer-based base-calling scheme; quadromers (as used by
Oxford) that are difficult to call on the forward strand may
be easy to call on the reverse strand, or vice versa. Current
signatures are collected from individual reads and sent to a
cloud-based base-caller: MetrichorTM. We ran the device for
48 hrs periodically adding to the library to keep the molecular
concentration high.
Using the Poretools package recently developed by

Loman et al. [37] along with custom R-code, we analyzed
the resulting data and extracted FASTQ files with sequence
and base-quality information per base from each read of a
lambda DNA sequence (Fig. 3). We extracted both raw reads
and error-corrected reads (using the opposite strand) for com-
parison. Our run provided 228 Mb of raw sequencing data,
with a max of 2.8 Mb from a single channel; 250 of the 512
channels provided data (Fig. 3a). Only 55.7Mb of this data has
both forward and reverse reads with an accompanying higher
base quality. This is likely due to failure of the hairpin to ligate
to some of the library strands, as mentioned above. The read
length shows an impressive 6 kb average for forward strand
reads, 5.7 kb for reverse strand reads, and 7.3 kb for dual-
strand error-corrected reads, though there are substantially
less reverse and error-corrected reads (Fig 3b). The average
base quality of the raw nanopore reads is relatively low
(PHRED of 4.8; equivalent to an accuracy of 67 %), after
employing error correction, the base quality increases to an
accuracy of 88% (PHRED 9.2). For comparison, Illumina and
Ion Torrent routinely report base-calling accuracy of 99.9% or
greater (PHRED 30).
Typical sequence aligners, such as bowtie2 [38] and

bwa [39] are optimized for alignment on hyper-accurate, short
(<500 bp) read data, and would require significant optimiza-
tion to align nanopore long reads. Instead, we used LAST [40]
to align the nanopore reads to the reference lambda sequence.
In this context, 72.3% (34,613 of 47,868) of the raw reads
(both forward and reverse strand) aligned successfully and
94.1% (7225 of 7677) of the corrected reads, albeit with
errors. There are three types of errors common in aligned
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FIGURE 2. Nanopore DNA Sequencing—base-calling. (a) Current values for all possible DNA triplets (43 =64) simulated using atomic resolution Brownian
Dynamics, error bars indicate the expected standard deviation in ionic current (green dashed line) represents a typical current value for GTG triplet (green
point), and red dashed line a typical current value for TCG triplet (red point). Inset: A simulated system for GCC. (b) Histograms of current values for a difficult
to distinguish region: i.e. a current of 330pA is naively called as GGG, not as TCG. If we use the information from the previous triplet(in this case GTC),
however, we can eliminate many of the possible triplet states as only states which share in common the last two bases of the last triplet (TC) as the first two
bases of the new triplet are possible. The probability for each state is given as equal in this case (1/4). After convolving the probability of the states with the
histograms, the calls become much easier. Unlikely states have been reduced to light gray. Note that TCC and TCT are still virtually indistinguishable from each
other; if the current was 320pA, a third read would be needed to distinguish the bases. (c) The Viterbi algorithm operates on a state machine assumption. The
operation of Viterbi’s algorithm can be visualized by means of a trellis diagram; the Viterbi path is the path which maximizes the joint probabilities through
the trellis, colored in orange. Adapted from reference [25].

sequencing data: mismatches in which the base disagrees with
the base in the reference; deletions in which the sequence
data is missing bases present in the reference; or insertions
in which the sequence data has bases not present in the
reference. We would consider the insertions and deletions
errors in event detection or translocation rate; andmismatches
errors in the base-calling due to the low signal to noise.

We have plotted the fraction of aligned reads, for both
the raw and error-corrected data, to show how many bases
are correct, mismatched, inserted or deleted relative to a
known λ reference genome. For the raw data, 48.7% of the
bases were correct, 35.1% mismatched, 3.8% insertions and
16.2% deletions relative to the length of the aligned read.
This demonstrates that both base-calling (mismatches) and
translocation control are problematic. In particular, deletions
could represent DNA slipping through the pore too rapidly.
In contrast, after error correction, this improves to 67.4% of
the bases correct, 24.2% mismatched, 7.5% insertions and
8.3% deletions relative to the length of the aligned read.
As a different way of visualizing this data, we have used
the Integrative Genomics Viewer (IGV) to plot the individual

aligned reads (Fig. 3d). Mismatched bases are indicated by
color, deletions by black lines and insertions by purple carets.
Though the majority of the reads had many errors, the major-
ity of the errors seem random rather than systematic. Only
in a few locations are >20 % of the reads in disagreement
with reference, as shown in the colored bars at the top. If we
compute a consensus sequence at each position, we find only
7 errors in 48,502 bp; though it should be pointed out that we
are using 1000× coverage of this small genome. It is likely
that a more specific aligner may be needed to account for
nanopore-style data that is optimized for the read length and
common error types.
There is a niche market for long-read sequencing like this,

which is satisfied by Pacific Biosciences SMRT sequencing
right now. First, providing a scaffold for de novo sequencing
to achieve long regions of contiguously assembled sequence
(‘‘contigs’’). Typically, extremely deep coverage, i.e. an
average of 100 reads covering each base, of short-read
sequencing is needed, but an alternative is a scaffold of long
reads with the short-reads providing accuracy and the long-
reads providing position. A second application is the iden-
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FIGURE 3. Using the MinION to sequence DNA (a) Yield plot of DNA sequence produced per channel; each channel is represented by a circle. Channels in
gray produced no data. Yield from other channels had a mean of 0.9 Mb and a standard deviation of 0.6 Mb with a max yield of 2.9 Mb. (b) Histogram of
read length on log scale for forward strand (green), reverse strand (blue) and two-directional (error-corrected) reads. (c) Kernel smoothed density of base
types from aligned reads plotting correct, mismatched, inserted or deleted bases versus the reference sequence. Both raw (dotted) and error-corrected
(solid) fractions are plotted. (d) Results of data alignment plotted using IGV from 24001-24100 bp on the lambda genome. (top) Histogram shows
coverage of the lambda genome (max of 1103× ). Areas where more than 20% of the reads disagree with the reference λ genome are colored with the
base distribution (A green; C blue; G orange, T red). Locations where less than 20 % of reads disagree are grey. (bottom) Each row represents an
individual read, with agreements to the reference again plotted as grey rectangles, mismatches colored with the alternative base, insertions with a purple
caret, and deletions as a thin black bar.

tification of RNA splicing variants—short read sequencing
can only provide information about individual exons or exon
boundaries, but not the full isoforms of the RNA. The combi-

nation of exons could provide deeper information of altered
expression. Finally, the long read sequencing can be critical to
probe areas of repetitive sequence since aligning a short read
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to those areas is difficult unless a unique region can be iden-
tified. Long reads can span repetitive regions to reach unique
regions that facilitate alignment. Applying inexpensive and
fast nanopore technology to DNA sequencing can facilitate
not just genomics but also epigenomics (i.e. the methyla-
tion profile); [41] and transcriptomics (i.e., the sequence of
the RNA).

B. DISCRIMINATING AND SEQUENCING PROTEINS
It is not enough to know just the genes to find a cure. Ever
since the first draft of the human genome, [42], [43] there
has been a new game in town with the potential for an even
larger market: proteomics. The proteins expressed by genes
represent the machinery of the cell—they make things work
and are often the locus for disease. A protein is made up of
a chain of amino acid (AA) residues. For example, human
proteins as annotated in the NCBI database, range between
24–36,000 amino acids long, with a median of 469; the
median molecular weight is 52.3 kD. Bacteria and archaea
have similar, but slightly shorter average lengths [44].
Some proteins also contain disulfide bonds between cysteine
residues that form cross-links between chains or parts of
a chain. The three-dimensional architecture of the protein,
which can be analyzed in terms of multiple folded com-
ponents, determines its function [45]. The tertiary structure
refers to the arrangement of AA residues separated from each
other in the sequence, and to the pattern of disulfide bonds.
The secondary structure refers to the spatial arrangement of
proximate AA residues, some of which are periodic like the
rod-like α helix and the β-sheet. For example, in an α-helix,
which is only 500 pm in diameter, the AAs are spatially close
together but on opposite sides, so that they are unlikely to
contact each other. Finally, the primary structure of a protein
is just the AA sequence; it largely dictates the 3D structure.

The first draft of the human proteome, [46], [47] the entire
set of proteins expressed by the genome, [48] has just become
available, which will doubtless advance medical research.
This data was acquired with mass spectrometry (MS), the
work-horse for protein identification [49], [50]. MS can
sequence a protein of any size, but primarily relies on enzy-
matic digestion, which suffers from post-translational protein
modification and, after digestion, it is difficult to assemble
the sequence computationally as the size increases due to
the large number of peptides. Furthermore, MS requires rel-
atively concentrated samples (>fmole/L-scale) and can only
analyze them one-at-a-time, limiting throughput. In contrast,
the methods for analyzing nucleic acids rely on amplifica-
tion via polymerase chain reaction (PCR) or sequencing-by-
synthesis. However, both are unworkable for protein or other
polymer analysis. Instead, the entire original molecule has to
be sequenced. It is time for something completely different.

Both proteinaceous and solid-state nanopores can be effec-
tive tools for analysis of peptides and proteins [51]–[63]. The
applications can be categorized in two ways: detection and
quantitation of protein; and the discovery of protein primary
and higher-order structure. In particular, α-HL has been used

to detect protein structural features and even phosphoryla-
tion status of a protein, [58] whereas solid-state nanopores
have been used to inform on the chemical, thermal, and
electric field effects on protein folding [51], [55], [60] and
protein-DNA interactions [61]–[63]. Protein levels may also
be detected, either through labeling with a DNA aptamer [64]
or through direct blockade measurement [60], [65]. One strat-
egy employed for detection uses a nanopore as a stochastic
sensor, relying on statistical inference from a compilation of
distinctive current blockades. This scheme has already been
thoroughly reviewed [57].
Recently, we tested the prospects for using a pore com-

parable in size to the tertiary structure of a protein as a
stochastic sensor [60] to discriminate between two proteins
bovine serum albumin (BSA,molecular weight 66.5 kDawith
an approximate size of 14× 4× 4 nm3) [66] and streptavidin
(STR, 52.8 kDa and a size of 6 × 5 × 5 nm) [67]. To test
the feasibility of discriminating between proteins, we tried
to force STR and BSA through the same 7.4 nm pore, but
could not detect any current transients associated with STR
interacting with the pore. We attributed this observation to the
relatively neutral charge on the STR protein: at pH 8, BSA
supposedly has a charge of −25e−, where e− represents the
elementary charge, whereas STR has a charge of only −4e−,
which is apparently insufficient to provide enough electric
force to translocate it across the membrane through the pore.
According to this interpretation, BSA can be discriminated by
charge from STR perfectly at pH 8. The charge of the protein
can be adjusted, however, by controlling the pH [68], [69].
A comparison of the ionic current blockade spaces associated
with BSA at pH 8 and STR at pH 9.6, where the overall charge
on the molecule is estimated to be−12e−, reveals differences
in the mean dwell time and percentage blockade (Fig. 4a).
To discriminate proteins using the pore as a stochastic

sensor, each event should be classified by the distribution
that defines it. In multivariate analysis, a common tech-
nique used to classify observations is linear discriminant
analysis (LDA)—the dashed line in Figure 4a demarcates
the spaces attributable to the two proteins. Correspondingly,
the receiver operating characteristic (ROC) (Fig. 4a, inset)
measures the ratio of true positives (an event that correctly
identifies the protein) to false positives (an event that identi-
fies the wrong protein) in the LDAmodel. The ROC specifies
the probability to correctly identify BSA in a mixture, which
is typically measured by the area under curve (AUC), as
AUC=0.73. To this extent, it is also possible to discriminate
two different conformations of the same protein using the
same nanopore (Fig. 4b): one wild-type BSA and another
denatured BSA. (BSA irreversibly denatures for tempera-
tures >65◦ [68], [69]). We observed that the denatured BSA
shows shallower blockades with a shorter duration. Thus,
it is possible to discriminate between two different proteins
(AUC=0.73) and even different conformations of the same
protein (AUC=0.72). However, these classification schemes
are imperfect due in part to the stochastic nature of the mea-
surement.
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FIGURE 4. Proteins translocating through a nanopore (a) Heat map of the percentage blockade current versus
dwell time (1I/I0 vs tdwell ) for 1000 events of bovine serum albumin (BSA) at pH 8 (red circles) superimposed
on a heat map of the same for streptavidin (STR) at pH 9.6 (blue squares) through the 7.4nm-diameter pore. The
dashed black line demarcates the two groups of protein when the events are classified with an LDA. Inset: ROC
of the protein discriminator with an AUC of 0.73. (b) Heat map of the percentage blockade current versus dwell
time for 1000 events of wild-type BSA (WT) (red squares) and denatured BSA (blue circles) through the 4×11-nm
pore. Inset: ROC with an AUC of 0.72. (c) A single protein trapped in a nanopore as evident in the current. When
the protein enters the pore at V=0.6V, Inset (c1), it triggers a signal that switches the voltage bias to V=0.1V.
After ∼ 6 s the protein exits the pore. Inset (c2) shows the inverse dwell time versus bias voltage for BSA
passing through a 5 × 5nm pore in 100 mM KCl at pH8. The linear fit to the data, indicated by the dashed line,
extrapolates to a threshold of 0.59V. Inset (c3) shows the inverse dwell time versus pH of BSA in the same pore
as (a2) at 1 V bias. (d) Intensity map showing current fluctuations within a moving 250 ms window associated
with a trapped protein. Inset: Histograms of 1 s of current data at 3.6 (A), 5.25 (B) and 9.5 s (C) after the protein
is trapped. Solid lines (red) are fits to the data. Adapted from reference [60].

Instead of stochastic sensing on a large sample of proteins,
we assert that it should be possible to detect and analyze a
single protein trapped in a nanopore. Proteins inherently have
a very specific distribution of surface charge, which is used
to attract different targets to different parts of the protein.
The exquisite control exercised over the electrostatic potential
available in a nanometer-diameter pore could be exploited
to identify the distinctive surface charge on a protein and
trap it (Fig. 4c) [60]. The conditions required for trapping a
protein in a pore can be inferred from the dependence of the
reciprocal of the dwell time as a function of voltage and pH.
The dwell time, 1/tdwell , vanishes below ∼0.6 V or below
pH 6 at 1V because no protein enters the pore without an
electric force, and the force is determined by a combination
of charge, which is affected by pH, and the electric field
that is related to the applied voltage. Accordingly, BSA was
forced into a pore smaller than the protein using 0.6 V at
pH 8. When a dramatic change in the current is observed

(see inset (c1)) corresponding to BSA entering the pore, it
triggers a change in the bias from 0.6 V to 0.1 V resulting
in a substantial reduction in the translocation velocity. The
molecule eventually exits the pore after about 6 s. The compi-
lation of intensity plots, produced by generating a histogram
of the current in consecutive 250 ms windows, captures the
amplitude of current fluctuations observedwhen the protein is
trapped (Fig. 4d). Under these conditions, with the molecule
trapped in the pore, the electric force is large enough to unfold
the protein and the blockade current fluctuations presumably
signal a change in the occluded volume in the pore. The
Gaussian peak in the open pore current is represented in C
(Fig. 4d, inset), while two different protein conformations are
represented in A and B. Consequently, it was asserted that the
fluctuations in the blockade current inform on the molecular
configuration in the pore, reflecting a change in the occluded
volume in the pore as the protein denatures or unfolds under
force associated with the electric field [60].
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Sequencing a protein will demand something more than
this. Measurements of single polymers translocating through
a nanopore are a promising prelude to sequencing a sin-
gle molecule, [58], [70]–[72] but unlike DNA, the charge
distribution along a protein is not uniform, so the translo-
cation kinetics cannot be systematically controlled with the
electric field in the pore. Alternative schemes rely more on
diffusion to impel the protein after an attached DNA leader is
forced through the pore by a field [58]. Another remedy used
an enzymatic motor (ClpXP) to drive proteins progressively
through αHL by repeatedly pulling on the substrate protein to
unfold it [70].

Finally, whereas the single molecule sensitivity of a
nanopore is incontrovertible, it has a drawback for detection
of dilute concentrations of molecules that is related to the dif-
fusion equivalent capacitance [34]. Regardless of whether the
pore is biological or in a solid-state membrane, the majority
of the electric field is focused in the central constriction so
that a molecule must diffuse within a capture radius of the
pore before the electric force impels it, which is only tens
of nanometers in extent [34], [35]. Thus, the specifications
for detecting a single monomer with a nanopore are very
stringent—the geometry and electric field in the pore are
determined by the size of the monomer and surface charge,
while the capture rate increases only with proximity to the
molecular source.

FIGURE 5. Nanopipettes for molecular imaging. A typical single barreled
nanopipette.

C. NANOSCOPY: USING A NANOPORE FOR BIO-IMAGING
To improve the capture rate, a nanopipette can be used to
move the pore closer to the molecular source. This config-
uration elicits a picture not unlike that of near field opti-
cal microscopy in which a pore aperture now collects a
(molecular) flux (instead of light) to peer into biology on
a nanoscale. Nanopipettes (Fig. 5) have already been used
as nanometer-scale Coulter counters to detect everything
from ions to proteins and DNA [73]–[86]. For example,
a nanopipette can be used to perform scanning ion conduc-
tance microscopy (SICM) or even penetrate a living cell
to provide a spatially-resolved chemical response [80]–[84].
In particular, it is possible to map the topography of a living
cell using the ion current through the nanopipette, which
decreases as the orifice approaches within a pore radius
of the sample, by using a feedback signal to control the
position of the probe [83]. Likewise, a nanopipette can be

filled with an ionophore to form an ion selective electrode,
which allows for spatially resolved sensing of the local ionic
concentration [80]–[84]. Recent developments have included
mapping the local surface charge with the ion current as a
function of probe-surface distance at different biases, [84] and
single cell nanobiopsy [85]. Thus, nanopipettes potentially
offer a combination of single molecule precision with the
spatial resolution of a scanning probe microscope.
Alternatively, instead of bringing the pore to the cell, the

cell can be positioned immediately over a nanopore using
optical tweezers [87], [88]. By doing so, the secretions from
a single cell can be detected, classified [87] and even regu-
lated [88]. However, since the concentration is so dilute, the
secretome is easily contaminated by proteins found in the
supernatant (e.g. from lysed cells), cell medium (e.g. BSA)
or blood plasma. Moreover, due to the broad spectrum of
molecular weight that comprises the secretome, a nanopore
is prone to clogging [89].

D. PRECISELY TRANSFECTING A SINGLE
CELL WITH A NANOPORE
We discovered serendipitously that by using the same electric
field that impels a molecule through the pore, it is possible to
transfect a cell by electroporation, provided it is in close prox-
imity to the pore (Fig. 6) [88]. (In the supplement, video S2:
transfection.wmv illustrates the use of a nanopore to transfect
a single cell with fluorescent DNAvia electroporation.)While
our understanding is still incomplete, molecular dynamics
simulations indicate that nanometer-scale biological pores
(1–10 nm) can be formed in a cell membrane, driven by the
runaway local electric field at the water-lipid interface [90].
The distribution of the electric field, due to the topography of
the nanopore, is focused and confined to a region around the
pore, allowing very low voltage transfection (<1 V) while,
at the same time, making it unlikely to electroporate a cell
anywhere else. However, to leverage the electric field outside
the pore for electroporation, single cells must be positioned
close to it. (Figs. 6a–c). This can be accomplished with high
precision using optical tweezers [88].
To test the idea that a cell can be transfected with a

nanopore, fluorescent DNA plasmids were impelled by the
electric force associated with a 1V transmembrane bias
(Fig. 6c). The fluorescence obtained from a confocal image of
anMDA-MB-231 human breast cancer cell taken along an x-z
slice, which includes the pore axis, illuminates the cell and the
position of the synthetic pore (even though the membrane was
hardly perceptible.) Thus, a cell in close proximity to the pore
can be electroporated with 1 V. By controlling the duration
of a voltage pulse and simultaneously measuring the pore
current, a precise number of DNA molecules were delivered
into the cell—serial transfections on the same cell are also
possible this way. The correspondence between the blockades
measured in the pore current (Fig. 6d) and the fluorescence
associated with individual DNA plasmids (Fig. 6e) supports
the contention that a cell can be transfected with single
molecule accuracy. Below 50 molecules, the relative error
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FIGURE 6. Using a nanopore to transfect mammalian cells via electroporation with molecular precision. (a, left) Transmission electron
micrograph (TEM) of a 2.5 nm diameter nanopore in a 30 nm thick Si3N4 membrane. (a, right) Top-down optical micrograph of a cell
positioned over a nanopore in a 30 nm thick Si3N4 membrane 35 µm on edge. (b) Finite element simulation of the cell-synthetic nanopore
interface showing the electric potential in the vicinity of a cell 10 nm above the silicon nitride membrane. (c) A confocal (x-z) slice showing the
accumulation of 7 kbp YOYO-1 intercalated circular plasmids in an MDA-MB-231 cell positioned over a 20.5 nm diameter pore. The fluorescence
associated with individual molecules of dsDNA shows the outline of the cell. The nitride membrane (indicated by the dashed red line) is hardly
perceptible, but the fluorescent DNA in the nanopore is easily visualized. (d) Measurement of the pore current during transfection. Blockades
that appear in the current indicate the translocation of a single dsDNA molecule across the silicon nitride membrane through the nanopore.
Events attributed to the translocation of one DNA are marked with blue diamonds. (e) The correspondence between events counted using the
blockade current and the resulting fluorescence from accumulated YOYO-1 intercalated in DNA in 14 transfected cells. Cells were transfected
with 56-1534 molecules. Inset: The relative error in the molecular count using the blockade current. Adapted from reference [88].

associated with the fluorescence measurement precludes an
accurate count; however, the blockade count can be extended
to single molecule sensitivity (Fig. 6e, inset).

Subsequently, the capability to transfect cells with nucleic
acids and reprogram their functionality by gene induction
and silencing, while maintaining viability, was established
unequivocally [88]. Synthetic biology demands tools like this
capable of precisely modifying a cell’s genetic code and
modulating gene expression to create a predictable pheno-
type. To gain control of the cell and produce a predictable
function, critical points in that network need to be regu-
lated [91]. In particular, the transcription factors that dic-
tate cell fate are translated from less than one thousand
transcripts in a cell [92]. Therefore, a method like this
which uses a nanopore for conveying a biologically rele-
vant number of distinct bio-molecules into a cell is required.
Finally, from another perspective, a cell can be likened to
a chemical micro-reactor comprised from organelles and
nanochannels (i.e. mitochondria, Golgi apparatus, etc.) that
act like nano-reactors. Nanometer- and micrometer-scale
reactors can produce highly efficient, selective reactions with
high yield because mass transport limitations are practi-
cally eliminated by confining the reactions to sub-femtoliter
volumes where diffusion occurs rapidly [93], [94]. Thus, a
nanopore can be utilized to produce highly efficient ‘‘perfect’’
reactions.

III. CONCLUSION
In conclusion, the future is brilliant, if you think small and do
a bit more research.

Nanopores can be used to both READ: detect and sequence
DNA and sense proteins, and WRITE DNA into cells. These

tools will provide methods to explore areas of biology
either impractical to reach, or at least logistically intractable.
It places single-molecule DNA, and possibly, eventually pro-
tein sequencing, within the reach of researchers or clinical
labs, no longer reserved to genomics or mass spectrome-
try specialists. However, nagging problems associated with
chemical specificity, imprecise manufacturing, the imper-
fect control of a translocation, and the transport of a single
molecule to the pore could stand improvement. Prospects for
synthetic biology (and manufacturing) using nanopores to
program cells (or micelles) and deliver materials are espe-
cially alluring. Chemical processing generally becomes more
efficient in a microreactor because mass transport limitations
are practically eliminated. However, the synthesis, so far, has
been focused at a single cell or few nano-reactor level; it needs
to be scaled up.
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