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Abstract — Program assignmentare traditionally an area
of seriousconcernin maintainingtheintegrity of theeduca-
tional process Systematimspectiorof all solutionsfor pos-
sible plagiarismhasgeneally required unrealisticamounts
of time and effort. The“Measure Of Softwae Similarity”
tool developedby Alex Aiken at UC Berkeley malesit pos-
sibleto objectivelyandautomaticallyched all solutionsfor
evidenceof plagiarism. We haveusedMOSSn several large
sectionofa C programmingcourse (MOSScanalsohandle
a variety of otherlanguages.)We feelthat MOSSis a major
innovation for faculty who tead programmingand recom-
mendthatit be usedroutinelyto screenfor plagiarism.

1. Intr oduction

Probablyevery instructorof a programmingcoursehas
beenconcernedabout possibleplagiarismin the program
solutionsturnedin by students. Instancesof cheatingare
found, but traditionally only on anad hocbasis. For exam-
ple, the instructormay notice that two programshave the
sameidiosyncrasyin their I/O interface,or the samepattern
of failureswith certaintestcasesWith suspiciongaisedthe
programsmay be examinedfurther andthe plagiarismdis-
covered. Obviously, this leavesmuchto chance.Thelarger
theclass,andthemoredifferentpeopleinvolvedin thegrad-
ing, the lessthe chancethat a given instanceof plagiarism
will be detected.For studentsvho know aboutvariousin-
stance®f cheatingwhich instancearedetectecandwhich
arenotmayseem(in fact,maybe)random.

A policy of comparingall pairsof solutionsagainsteach
otherfor evidenceof plagiarismseemdike the correctap-
proach.But a simplefile diff would of coursedetectonly
themostobviousattemptsatcheating.Thestandarddumb”
attemptat cheatingon a programassignmenis to obtaina
copy of aworking programandthenchangestatemenspac-
ing, variablenames /O promptsand comments.This has
beenenoughto requirea carefulmanualcomparisorfor de-
tection, which simply becomednfeasiblefor large classes
with regular assignmentsThus, programmingclassehave

beenin needof anautomatedool which allows reliableand
objective detectiornof plagiarism.

2. What is MOSS?

MOSSstandgor "MeasureOf SoftwareSimilarity.” It is
a systemdevelopedin 1994 by Alex Aiken, associatero-
fessorof computerscienceat UC Berkeley. MOSSmakesit
possibleto objectively andautomaticallycheckall programs
solutionsfor evidenceof copying. MOSSworks with pro-
gramswritten in C, C++, Java, Pascal,Ada and otherlan-
guages.

www.cs.berkeley.edu/"aiken/moss.html is
the web page for brief summary information about
MOSS. The automated mail sener for requests for
MOSS accounts (neededto use the MOSS sener) is
moss-request@cs.berkeley.edu A mail to this
addresawill resultin a reply mail which containsa perl
script which can be installed on the instructors system.
Or, the latest MOSS script can be down-loaded from
www.cs.berkeley.edu/"moss/general /
scripts.html MOSS should run on UNIX systems
which have perl , uuencode , mail andeitherzip or
tar . Theinstalledscriptwill bereferredto asthecommand
moss. A commentin the scriptstates- “Feel freeto share
this scriptwith otherinstructorsof programminglassesbut
pleasedo not placethescriptin a publicly accessibl@lace’
Accordingly, andin deferenceo possiblecopyright issues,
we do not reproduceary of thescriptin this paper

Progranfilesto be submittedo MOSScanbein ary sub-
directory of the directory from which the moss command
is executed. For example,to compareall programsin the
currentdirectoryon a UNIX systemassuminghatthe pro-
gramsarewrittenin C andthatmoss is in thecurrentdirec-
tory, the following commandcouldbe used:

moss -I ¢ *.c

The systemallows for a variety of more complicatedsitua-
tions. For example,it allows for a “basefile.” Thebasefile
might beaprogramoutlineor partialsolutionhandecut by
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File 1 File 2
mike wolf.c (¥9%) mike foxc [G0%)
bill smyth.c (G6%) hbill smith.c (35%)
[ane white.c {59%) jane blanco.c (68%)
john doe.c (100%) joht deer.c (100%)

Tokens Matched Lines Matched

463 139
456 133
Ja4 111
c2l 43

Any errors encountered during this query are listed helow.

Figurel: Openingwebpageof MOSSresults.

the instructor The degreeof similarity betweenprograms
which is traceabléo this basefile shouldbe factoredout of
similarity rankingsof the programs Also, MOSSallows for
the programsthat are comparedo be composedf setsof
filesin differentdirectories.

Themoss commandesultsin the programseingsentto
theMOSSsenerat Berkeley. Whentheresultsareready an
emailis sentbackto the login namethatinvokedthe moss
command. The email givesa web pageaddresdor the re-
sults. In our experience sendingapproximately75 to 120
C programf a few hundredineseach resultsof the simi-
larity checkingareavailablethe sameday. Thereturnemail
from the similarity checkingcurrently stateshatthe results
will bekeptavailablefor 14 daysonthe MOSSsener.

Aikendoesnot supplyexplicit informationaboutthe al-
gorithm(s)that MOSS usesto detectcheating. In keeping
with his desirethat the inner workings be confidential,we
do notspeculat®n thealgorithmsinvolved.

3. Plagiarism Detectedby MOSS

Figurel shovs the MOSSresultsweb pagefor someac-
tual programpairsinvolvedin cheatingincidentsin one of
our classedn the Fall semesteiof 1998. The file names
have beenchangedo hide the individuals’ identities. The
results pagelists pairs of programswhich were found to
have substantiakimilarity. For eachsuchpair, the results
summanlists the numberof tokensmatchedthe numberof
lines matched andthe percentof eachprogramsourcethat
is found asoverlapwith the otherprogram. In our experi-
encewith C programf afew hundredines,anything over

50% mutual overlapis a nearcertainindication of plagia-
rism. However, our experiences thataccusationsf plagia-
rism shouldnot be made“mechanically”solely on the basis
of MOSSratings. It is importantfor the instructorto con-
siderthe similar sectionsof the programsin the context of

how thecourses taught.

MOSS makesit easyto examinethe correspondingor-
tionsof aprogrampair. Clicking onaprogrampairin there-
sultssummarybringsup side-by-sidéramescontainingthe
programsources.SeeFigure 2 for an example. This page
allows scrolling throughthe programsourcesto readeach
andconsiderthe similarities. It is alsopossibleto click ona
line rangelisted underthe programnameandjump straight
to thatsection.For example,clicking on "57-187" and”50-
188”in Figure2 bringsupthematchingsectionsasin Figure
3. Thesimilarsectionsaremarkedwith adotatthestart,and
aregivencolor-codedhighlighting. Theplagiarismin Figure
3is obvious. Variablenamesandspacingof statementbave
beenchangedbut thatis aboutall thatis different.

MOSS just as easily uncovers more sophisticatedat-
temptsat cheating. Multiple distinct similar sectionssepa-
ratedby sectionswith differencesarestill found and given
color-codedhighlighting. Functionsmay be givendifferent
names,and placedin a differentorderin the programand
they are still matchedup. Studentswho have changedall
variable names,the statemenspacing,the commentsthe
functionnamesandthe orderof appearancef thefunctions
standout just asreadily asstudentsvho turnin exactdupli-
cateprograms!

To summarizethe actualdetectionof plagiarismon pro-
gramassignments maderelatively painlessandsimpleus-
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imike_wolf.c (799 ) mike_fox.c (80%):Tokens

*5?—18? 20-138 463

Ampdmosstmpsmike_woalf.c

J# This program is able to balance a checking account
checks are written. Also, it will substract the §
the deposits and print the balace, the number of ¢
number of withdrawals.

Date : Qctober 7, 1993
Auther: Mike Welf

#include <stdio.hs> =

/% Function of prototypes &/
int depesit (int);

int withdrawal (int, int)j

int overdraft (int, int, int)y

main() {

/% VYariables declaration and initializations/f

int initial_bal=0, dollars=0, cents=0, choice=0, over
int dep_gount=0, withdrawal_count=0, withdraw=0, cury
int overdft_protect=0, total_dep;

printf ("Yaininin");
printf(" WELCOME

printf ("&&tdtititiets T0 THE CHECKBOOK BALANCING PRO(
printf ("\nin");

/% Getting initial informatiom from the mmer &/
printf("Enter the initial balance: % ")
seanf ("%d.%d", 8dollars, &cents); /% Read doll
separatel
current_bal = (100 £ dellars) + centsy

Ampimosstmpimike_fos.c

Finclude<ntdio.h>»

i { PROGRAM #3 })———— ———
This pregram is teo balance a checking acceunt on
check im written.

Name: Mike Fox
Due Date: October 7, 1998 &/

s ———— function Prototype———— &7

int Deposit (intly
int Wdrawal (int,int);
int Overdraft (iat, iant, int);

I —————— Yariable declaration and initialization-
int AccountBalance=0, Odraft=0, Curbalance=0;
int TotalDeposit=0, Wdraw=0 ’ bollars=0
int DeporitCount =ﬁ, FithdrawCount =0, éents:
int Choieces=0, ODFrotection=0;

printf ("\n\nThis is a checkbeoek balancing program.y

e - Getting the initial balance information
printf ("Enter the initial balance : "
saanf ("2d.2d", 8Dollars, &Cents); /% store
Curbalance = (100 % Dollars) + Centag

e —— < Overdraft Protection? i= yes 0 = no
printf ("\nDo you have overdraft protection’
secanf ("%d4", &0DPretection)
if (ODFrotection == 0) /% if NO everdraft prm

Odraft = 0;
elge /& if YES to overdraft pretection ——

Figure2: Side-by-siddramesof suspecprograms.

ing MOSS. Oncethe MOSS scriptis installed, plagiarism
detectionis just a matterof the faculty memberinvoking a
one-linecommandwaiting a shorttime for an email from
the MOSS sener, and then browsing a web pagethat has

color-codedthe correspondingsectionsin pairs of suspect

programs.Therealdifficultiesfor the faculty memberarise
in processinghecase®f plagiarismthroughthegradingand
appealgprocess.

Here is how we handledthe incidents of plagiarism.
Wherethe professorfeelsthat cheatingis likely, an e-mail
is sentto the studentsnvolvedto requesawritten summary

of ary informationthat might be importantin understand-

ing whathashappenedSeeFigure4 for anexampleof this
email. In asmallportionof thecasesthisfirst e-mailelicited
aconfessiorfrom onestudenthatthey somehav copiedthe
other students program. Copying may occurthroughlost
or stolendiskettes,discardecprintouts,unprotectediles, or
othermeansIn casesvhereonestudentcopiedanotherstu-
dent’s programwithout their knowledge,only the one stu-

dentwho copiedtheprogranrecevedan“F.” In casesvhere
it was clearthat one studentgave their programto another
studenteachstudentecevedan“F.”

In anadditionalportion of the casesthefirst responseo
the e-mailwasa denial, but thena confessiorcamebefore
thescheduledaneetingwith theprofessarOf thecasesvhich
wentasfarasameetingwith theprofessorlayingoutthetwo
programlistings and outlining the similaritiesresultedin a
confessiorin all but onecase.In this casetwo studentsad-
mittedtalkingtogetheabouttheprogramandagreedhatthe
programswere strikingly similar, but insistedthat they did
not cheat. This insistencavasmaintainedevenwhenit was
pointedout thatthe programscontainechon-functionalele-
mentsof similarity: un-neededurly braclets,const val-
uespassedo functionsandnotused.andsoon. In this case,
bothstudentsvereassigneanF.

TheUSFhandboolprovidesfor severallevelsof appealf
studentareunhapyy with adecisionin grading.In ourexpe-
rience,abouthalf the plagiarismincidentsarenot appealed.



From: The Professor

To: Student_1,  Student 2
Subject: Similar  solutions on assignment N.
This is about the solutions for
The "copy checker" utility suggested that
there was enough similarity in your two
solutions that they should be looked at.
I have looked at them, and there is some
unusual and striking similarity.

assignment  N.

I would like for
email, or leave
information that
to this situation.
see me during office

each of you to send me an
me a written note, with any
you feel may be relevant
Then, please come to
hours on Wednesday.

Thank you.

The Professor

Figure4: Exampleof initial e-mailto students.

Theremaininghalf areappealedtthe Departmentevel, and
only a small percentageontinuedappealso higherlevels.
Most appealsairenot on the basisof derying thatplagiarism
occurred,but arguing for a lesserpenalty The mostcom-
monpremisefor theargumentwassimplythatan“F” for the
coursewastoo harsh evenif it wasspecifiedn thesyllakus.
Additional premisessometimesffered were that it would
hurt the students cumulatve GPA, chancesof gettinginto
gradschool,and/orchance®f gettinga desiredob.
Eachcheatingncidenttypically requiresseveralhoursof

the professors time. Examiningthe MOSS comparisorre-
sultsis a smallpartof this. Additionaltime is spentcommu-
nicatingwith the studentsdocumentinghe incidentand,in
someinstancesmeetingwith appealommittees.

4. Discussion

Our Departmenpolicy callsfor an“F” for the courseas
aresultof afirst cheatingincident. A studentwho cheatsa
secondime is typically dismissedrom the Departmengand
possiblyalsofrom the Collegeof Engineering (We did have
onestudentaughtin bothFall '98 andSpring’99.) Students
areinformedof thepolicy atthefirst meetingof eachcourse,
bothin thesyllahusanda separatédandout.

We routinely usedMOSSwith all programassignments
in two sectionsof a ProgramDesigncoursein the Fall of
1998andanothersectionin Springof 1999. This particular
coursds usedaspartof a“gate” for entryto theDepartment.
Studentanustachieve a certainGFA in threespecifiedgate
coursesn orderto majorin the Department.

In the first semestewe usedMOSS, in one sectionof
about75 studentsa total of tenrecevedan“F” for plagia-
rism. In a sectionof over 140 studentsthe next semester
ninerecevedan“F” for plagiarism. Thusit seemghatthe
rate of detectedplagiarismdecreasedIn the first semester
studentsnaynothaveinitially believedthewarningsthatall
programswerechecledfor plagiarism.lt is possiblethat,as
word spread someplagiarismwaspreventedby the knowl-
edgethatall programsarecarefullychecled. However, there
is anothelless-pleasargossibleinterpretation.

MOSSis a wonderfultool, anda majoradwancefor fac-
ulty who teachprogrammingcourses.However, by nature,
it canonly detectcheatingthatis evidencedin the program
solutionsturnedin. If a studenthasa personwho is notin
the coursewrite the solutionfor them, it will not normally
be detected.This point was broughthometo us by onein-
cident. In this incident,two studentsvhoseprogramswere
nearlyidenticalinsistedthatthey hadnot cheatedrom each
other Furtherinvestigationrevealedthatboth hadobtained
their programoutlinefrom the samethird person.This third
personwasnotin thecourseandin factwasnot currentlya
studentatthe university.

We suspecthatthe “ghostauthor” phenomenoiis more
widespreadhanjusttheincidentsthatwe uncover. We have
notedthe phenomenorf studentsvho consistentlyreceve
nearperfectscoreson programassignmentget alsoconsis-
tently receve low scoreson in-classquizzeswhich require
writing shortprogramsegments We have adjustedur grad-
ing scheméfor the classto reducethe contrikbution of pro-
gramassignmengradedo thefinal grade.Also, we have se-
riously consideredgossiblegradingschemesn which only
work thatis donein classwould counttowardthefinal grade.

Anotherincidentprovidesawarningagainstoo-quickac-
cusationsTwo studentdadvery similar programsolutions.
However, after investigation,it appearghat both hadinde-
pendentlydiscoreredthe sameway to adaptan examplein
the textbookinto a solutionfor the assignmentThus,their
programswvereconstrainedo behighly similarby design.In
this case no accusatiorof plagiarismwasmade.

ProfessorAiken is to be congratulatecbn having pro-
ducedavery nicesystenthatfulfills arealneedof program-
ming instructorseverywhere.We useMOSSroutinely now,
asdo essentiallyall instructorsin all programmingcourses
in our Department.
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imike_wrolf.c (79% ) mike_fox.c (60%)iToKkens ;

EE?—‘IB? S50-188 453
rintf ("ynyt——m7o-0o-——— < MATN MENU >——— g ————— ")y
i N rintf (" Flease choose from the follon. obtions. Yan"
printf( MAIN MENU #s#tdbbhbbbibbits\ ||lrintf (" 0—-Depositin 1--Fithdrawalin 2—-Exitin the p
printf ("= Enter the current transaction 25 lrintf ("yn "l
priﬂtﬁ"* 0-Deporit, 1-withdrawal, 2—qui1. #‘{ canf ("3d", &Cheices);
printf("
printf("Please enter your choice: "); ——-Processing different case choicen————————— L-74
geanf ("2d", &choice);
switeh(Choicesn)
Procesning different case of choices &/ i
switeh{choice) cage 0 :
1 AccountBalance = Deposit{Curbalancel;
cage 0 : TotalDepesit = TotalDeposit + AccountBalance —

initial_bal = deﬁoslt(current_bnl)
total_dep = tetal_dep + 1n1t1nl_bﬂi — curren

current_pal = initial_bal;
dep_gount++;
break;
cage 1 3
initial_kal = withdrawal{current_bal, overdf
if(ﬁurrent_bnl Il= initial_bal?l

withdraw = withdraw + curreant_bal - in
withdrawal _count++;

1
if(}nitiﬂl_hﬂl < M)

dollars 0; cents = 03
dollars - 1n1t1n1_bﬂ1) i0m;
cents = (- initial_bal) % 100;

ifleents < 10)
lprintf("Ybu have utilized 2 2d.02d f
elre
printf("You have utilized 2 2d.%d fr
overdft = overdft + initial_bal;
current_bal = 0;

elpe current_bal = initial_lbal;
break;

cage 2 3
{

dollars = current_bal / 100;
cents = current_bal % 100;
if(eents < 10)
printf{("The final amount is: B %
elae
printf("The final amount is: %8 %

Curbalance = AccountBalance;

DepositCount++;

break;
cage 1:

AccountBalance = Wdrawal (Curbalance, Odraft);
ii (Curbalance != AccountBalance)

Fdraw = Wdraw + Curbalance - AccountBalance;
FithdrawCount++;

}
ii (AccountBalance < 0)

Dollars = 03 Cents = 03
Dollars =(- AﬂcountBnlﬂnce) F1i0m;
Cents = (- AccomuntBalance) % 100;

if (Cents <« 10)
N printf("\nYou have utilized %d.0%d from
else
printf("\nYou have utilized %d.%d from ¥
Odraft = 0draft + AccountBalance;
' Curbalance = 0;
elpe Curbalance = AccountBalance;

break;
cage 23
i

Dollars = Curbalance J 1003
Cents = Curbalance % 100;
if (Cents <« 10)
printf ("\nThe final amowunt is :
elee
printf("\nThe final amount im :

g2d. 024", Do
22d.%d4", Dol

Dollars = 0; Cents = 0;

Figure3: Side-by-siddrames cuedto matchingsections.




